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This paper presents a two-part case to help students better understand how computer
assisted audit tools (CAATS) can be used in either a continuous auditing (CA) or continuous
monitoring (CM) context. If an instructor desires to emphasize CA, students can assume the role
of an information technology (IT) auditor within the internal audit function of a fictitious
company, Tremeg Corporation. If an instructor desires to emphasize CM, students can assume
the role of a management accountant responsible for security monitoring. In either scenario,
students are concerned with identifying and examining potential threats to IT security.

The fictitious company is described as a growing electronic components manufacturer
that has recently been awarded a large multi-year defense contract. High among the many
concerns and goals of company executives is improving security over network access to data.
This concern is one strongly suggested by IT audit guidance and frameworks to be taken
seriously by organizations (Warren Gorman & Lamont 2010; ITGI 2007). Many companies in
today’s business environment recognize the risk of faulty systems security (Ernst & Young
2009).

The first part of the case provides instructions and screenshots for guiding students
through the step-by-step development of an Audit Control Language (ACL) script that can be run
as often as desired, likely weekly or monthly in a practical situation, to detect employees who
have been terminated but still have access to network resources. Such accounts should have

access immediately disabled because of the threat of fraud and sabotage by the terminated
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employee or another individual obtaining password access. Automating the process by creating
a script that can be run on a repetitive and recurring basis for investigative follow-up on results
gives students practical insights into CA/CM. The scenario in this case is one that is consistent
with IT audit guidance, which strongly suggests that systems security be monitored on an
ongoing basis (Warren Gorman & Lamont 2010).

The second part of the case gives students more experience with ACL and CA/CM
through the creation of another script for detecting active employees who have dormant network
accounts. Such employees may have been terminated but did not have their access status
changed to “inactive” by the human resources and/or IT functions. Some employees having
dormant accounts may still be active but should no longer have network access. In both
situations, the accounts identified should have access immediately disabled because dormant
accounts can be an opportunity for fraud and data breaches. Part two can be used as a second
step-by-step tutorial, or as an assignment or take-home exam without the detailed instructions
and screenshots. Treating part two as an assignment or take-home exam helps determine if
students are able to apply the knowledge and skills learned from part one. Students are also
required to respond in each part to ethical questions brought about by technology such as ACL,
CA and CM and use critical thinking skills as professional auditors or accountants.

This two-part case has been successfully used in multiple graduate IT issues and audit
courses at two universities with students having no prior knowledge or experience with ACL.
Exit survey results collected show that students perceived that the case objectives were met.
Students also provided enthusiastic anecdotal feedback. Besides IT audit courses, we believe the
case would also be useful in graduate AlS, audit and managerial accounting courses for exposing

students to fraud investigation and CA/CM via the use of CAATS.
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We strongly believe that accounting curricula need to continue a trend toward holism.
Courses intended to teach primarily financial, managerial, tax, audit or systems not only need
cases that include state of the art technology and fresh techniques being adopted in audit and
accounting practice, but also cases that allow students to develop the ethical reasoning and
critical thinking required of auditing and accounting professionals. We believe the answer to the
question of whether accounting ethics should be integrated into multiple existing technical
classes in the curricula versus being taught exclusively in a stand alone course is YES. The
Tremeg case allows students to exercise and expand skills in managerial control, auditing, fraud
investigation, IT, written communication skills and ethics in one holistic case.

We further believe that the scenario provided in the Tremeg case may be useful for
behavioral researchers interested in studying some particular aspect of CA/CM. The central
concern control of system security is consistent with that highly expressed by business
professionals (Ernst & Young 2009), as well as specifically cited as an area deserving attention
within organizations (ITGI 2007), including on a continuous basis (Warren Gorman & Lamont
2010). The need for behavioral research in CA and CM has been noted in the literature (for
example, Hunton et al. 2004). The scenario in the case, or one similar, could also be used to
design research experiments studying some particular aspect of CA/CM.

The next section discusses the importance of teaching IT skills in controls monitoring and
auditing, including the performance of CA and CM for detecting and investigating potential
fraud and errors. Later sections provide an overview of each part of the case, including example
screenshots, discussion of how the second part of the case can be modified to be an assignment
or take-home exam, and student feedback to the two-part case. Appendices provide tutorials

(solutions), an example modification of the second part as a take-home exam, and teaching notes.
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IMPORTANCE OF TEACHING IT AUDIT SKILLS

Whether for a career in industry or public practice, all accounting student graduates
entering the workforce are required to have substantial IT literacy. From a financial statement
audit perspective, the issuance of Statement of Auditing Standard (SAS) #94 in 2001 recognizes
that financial statement auditors must consider the impact of IT on internal control when gaining
an understanding, documenting and assessing internal control during audit planning. This
coupled with increasing IT complexity in business has created recognition and demand for IT
audit specialists, both external and internal to organizations. As demand continues to rise, more
students desire the education and training to help them become IT audit specialists.

The requirements for studying and transitioning to become a practicing Certified Fraud
Examiner (CFE) involve knowledge and experience in four areas: 1) fraud prevention and
deterrence; 2) financial transactions; 3) fraud investigation: and 4) legal elements of fraud." The
requirements for becoming a Certified Information Systems Auditor (CISA) are also very
comprehensive and include the need for knowledge and experience with CAATs.> Knowledge
and experience in using CAATs for performing CA and CM are helpful to all accounting
students, but essential for students working towards specialization in IT audit and fraud
investigation in today’s business environment. IT knowledge, including its application to
auditing and fraud investigation, is also important to management accountants. This is
evidenced by the requirements for successfully becoming a Certified Management Accountant
(CMA). The CMA exam specifically tests for in-depth IT knowledge and application (IMA

2010):

! Go to www.acfe.com and link into “Membership & Certification” then “Become a CFE™ for further detail.
% Go to www.isaca.org and link into “Certification” for further detail.
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e The Financial Planning, Performance and Control section includes a subsection on
Internal Controls, which covers risk assessment; internal control environment,
procedures, and standards; responsibility and authority for internal auditing; types of
audits; and assessing the adequacy of the accounting information system.

Automated CAATSs are being used in business as a means of repeatedly testing and
reporting on subsets of data being processed by a complex IT system —i.e., CA and CM. CA is
defined as (AICPA/CICA 1999):

“A methodology that enables independent auditors to provide assurance on a

subject matter...using a series of auditor reports issued virtually simultaneously

with, or a short time period after, the occurrence of events underlying the subject
matter.”

A similar, yet different, activity to CA is CM. CM is a recurring and repetitive
management process for determining if particular activities of interest are in compliance with
policies and procedures implemented by management (ISACA Standards Board 2002). While
both CA and CM incorporate similar techniques, CM is a management process (an internal
control activity) while CA is an independent audit process (either conducted by an internal or
external auditor) (Daigle et al. 2008; Coderre 2005; ISACA Standards Board 2002).

The automation of a CAAT allows auditors and accountants to very efficiently test 100%
of new transactions or entries in subject matter areas of interest or particular controls, and
express results as often as desired with little marginal cost incurred. Results of a 2006 survey of
internal auditors report that 50% of the 392 respondents perform CA or CM within their
companies, while another 31% plan to develop a CA or CM program (PwC 2006). Results of a

2009 survey of 305 organizations by the Institute of Internal Auditors note that 32% of

respondents perform CA within their organization (McCann 2009). These survey results show
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that CA and CM should be an important topic of coverage for those seeking a career as an IT-
oriented auditor, fraud investigator or management accountant.

One of the most commonly used CAATS is referred to as Generalized Audit Software
(GAS). Two of the most commonly used GAS packages are ACL and IDEA. The Tremeg case
uses ACL. Due to the importance of the topics of IT auditing, CA and CM for detecting fraud
and errors, ACL (or similar software such as IDEA) is receiving attention in several auditing and
AIS textbooks. Many current textbooks are accompanied by ACL software and provide several
short problems for students to solve using the software. ACL also produces an educational
version with a site license that allows students to access a more extensive list of problems.

At this time, it does not appear that any problems or short cases are available that provide
students with experience in using GAS (such as ACL) to perform CA/CM. The two-part case
presented here serves to compliment the problems found in current textbooks and the educational
version of ACL as a means of providing students with insight to, and some practical experience
with, using ACL to perform CA/CM for the purpose of identifying potential fraudulent threats in
a fictitious setting. The case can be performed fully on most recent versions of ACL software
(such as Versions 8 and 9, with minimal screenshot variations between the two versions),
including the educational versions packaged with audit textbooks.® The next two sections give
an overview of each part of the case. The first part of the case is referred to as the “terminated

user” case while the second part is referred to as the “dormant account” case.

OVERVIEW OF TERMINATED USER CASE

The terminated user case has five objectives:

® An instructor teaching graduate 1T auditing has used the basic structure and data of the two-part Tremeg case using
IDEA, and reports to us anecdotal evidence of successful use and adaptation.
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1) Help understand the concept and application of CA/CM.
2) Help learn how to perform basic ACL activities of:

a) Importing data.

b) Extracting data.

c) Creating tables.

d) Joining tables to create a new table.

e) Filtering data in a table.

f) Exporting data.

3) Help learn how to automate basic ACL activities through the creation of scripts.

4) Gain confidence in the future application of developing computer automation procedures
for performing CA/CM after completing the first part of the case.

5) Help better recognize potential ethical issues with an organization’s ability to analyze
employee network activity.

In the terminated user case, students act, at the discretion of the instructor, in either the
role of either an IT auditor or a management accountant of a fictitious company, Tremeg
Corporation, and complete six technical activities with associated deliverables. Students are first
guided through five ACL activities designed to identify terminated employees who may continue
to have access to the company network. The sixth activity involves automating the first five
activities by developing an ACL script. The script can then be run repetitively, likely weekly or
monthly, for investigating whether any terminated users have access to the company network.
The script provides an excellent example to students of performing CA/CM at a low marginal
cost for testing controls and investigating threats of potential fraud and data breaches. Following

successful completion of the technical aspects of using ACL, students are required to perform a
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seventh activity, which involves considering certain ethical ramifications regarding the analysis
of employee network activity, and writing a response in the form of a memo.

The task of identifying terminated users who continue to have access to network
resources is purposely selected because it is likely a key general control commonly identified by
IT management, as well as internal and external auditors testing controls for both internal
effectiveness and efficiency and for financial statement audits. For publicly traded companies,
the assessment of internal control over financial reporting is the direct responsibility of the CEO
and CFO aided by management accountants and compliance officers who provide for the CEO
and CFO assurance needed to sign the required report on internal controls.

As evidence of the importance of preventing terminated users from having continued
network access, a survey of nearly 1,900 senior executives in more than 60 countries reports that
75% of respondents are concerned with IT security threats and data breaches by former
employees (Ernst & Young 2009). One conclusion drawn from the survey results is that CA/CM
should be implemented to reduce IT security threats and data breaches (Ernst & Young 2009).
The overall concern for access security is reflected in numerous parts of COBIT 4.1 Framework
(ITGI 2007).

The Framework notes “access to programs and data” as one of the four IT general control
categories. The Framework also notes “manage changes” and “ensure systems security” as two
of the twelve control objectives. The Framework further states that “job change and
termination” requires management to “ensure that appropriate and timely actions are taken
regarding job changes and job terminations so that internal controls and security are not
impaired.” Emphasis is provided when further stating that “user account management” requires

management to “establish procedures to ensure timely action relating to ...suspending and
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closing user accounts” (ITGI 2007). Other IT audit guidance also emphasizes the importance of
preventing security breaches when specifying that *“system access security logs” deserve
“ongoing monitoring” (Warren Gorman & Lamont 2010).

The use of CA/CM to identify control deficiencies, fraud, waste and abuse is referred to
as “continuous control assessment” (Coderre 2005). IT security deficiencies could be judged by
the external auditor to be significant or even material to the likelihood of the financial statements
containing misstatements. The terminated user case, therefore, gives students experience with
testing a very important general control that should exist and be tested in many current
organizations, and to implement a type of test being suggested by practice.

Step-by-step instructions and screenshots allow students to see the incremental value of
each task, culminating in the automation of all activities for repetitive use. Each activity involves
a deliverable, typically a printed report that is straightforward to grade. Table 1 provides an
overview of the seven activities in the terminated user case. The complete set of instructions and
screenshots for the terminated user case is included in Appendix A. All Excel files referred to

can be obtained directly from the authors (Please see Table 1).

Description of Terminated User Case Activities

The first activity of the terminated user case involves using the Import command to
create a table in ACL populated by the data from an Excel file of all Tremeg employees, whether
active or terminated. This activity gives students experience with one of the most basic uses of
ACL, importing data for subsequent testing and analysis.

The second activity involves using the Extract command to populate a new table with

data of terminated employees from the table created in the first activity. This second activity
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builds upon the first by giving students experience with identifying criteria (terminated
employees) for extracting specified records from the larger table of all employees. The resulting
distilled table is then available for further testing and analysis in later activities of the case.

The third activity involves using the Import command to create a third table populated by
all data from a second Excel file of active directory users at Tremeg. This activity is similar to
the first activity but using different data. Both the resulting table created in this activity and table
extracted in the second activity are subsequently used by students in the fourth activity to
determine which terminated users continue to have network access.

The fourth activity involves using the Join command to create a fourth table of data for
analysis, which is based on data in the tables created in the second and third activities. A report
of the data in HTML format is also generated. This activity is the test that identifies those
terminated users who continue to have network access, as well as the most recent time of access.
Both are important to identify and investigate, but the second item more so because it indicates
potential misuse of network resources by terminated employees or some other individual (such
as a current employee) who has obtained access through the terminated employee’s account.
Students are told in the tutorial that these terminated employees should be reported to the System
Administrator immediately so that access is disabled to prevent any further unauthorized access
and an examination be made of activity after the date of termination.

The Join command is used to accomplish the two tasks of identifying terminated
employees for whom network access has not yet been disabled and determining if unauthorized
access has occurred after the date of termination. The Join command matches employee
numbers from the active directory users table with employee numbers in the terminated

employees table. A second test is then performed to determine if the associated user account has
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not been disabled. When both conditions are met, the name and date of termination fields from
the terminated employees table are physically joined with the designated fields from the active
users table and form a new exceptions table. The Filter command is then run on the data to
determine which terminated users have accessed the network since their date of termination.
After completing this activity, students are required to compose a memo addressed to Security
Administration that discusses their findings.

The matching of employee numbers in the terminated employees table with employees in
the active users table could also be accomplished via the Relate command. However, When, it is
generally more efficient to use the Join command when large tables are to be used for
subsequent analysis and testing. Hence the Join command is illustrated in the case.

The fifth activity involves using the Export command to create an Excel file populated by
the data of terminated users who still have network access. Just as importing data is a common
ACL task, so is exporting data. Exporting provides a backup copy of data in a different file
format, offers a different means of printing, and allows users who feel more comfortable with
Excel to perform their own additional analyses.

The sixth activity automates the previous activities through the Script command, thereby
providing timely and efficient CA/CM testing on a recurring basis, likely weekly or monthly in a
practical situation. This level of recurrence is consistent with the current CA/CM cycles being
reported by numerous companies (McCann 2009; Wood 2008; PwC 2006). ACL records all
activities performed in a log for that specific ACL project. Script creation is done by copying
and pasting commands from the completed activities log into a script editing screen. The
following screen shot from the tutorial shows on the left-side of the screen the detailed log of

prior commands performed in the case and a blank edit box to the right for creating a script.
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Students are shown step-by-step how to create a script automating all of the first five
activities, as well as adding change control features in the script for documenting creation and
maintenance of the script, the “turning off” of certain pop-up screens and the addition of a pop-
up screen when the script has run successfully. A printout of this script is turned in as one of the

deliverables. The following screen shows the completed script for future CA/CM use.
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The seventh activity involves considering and discussing an ethical issue regarding an
organization’s capability of analyzing employee network activity. Students are to assume that
they have been requested to analyze activity for the month before termination and all subsequent
time after the date of termination for terminated users identified previously as still having access.
The requested analysis is to include, but not be limited to, consideration of such activities as:
playing computer games; personal use of the Internet (especially the viewing of inappropriate
websites, shopping, and downloading of videos and music); and downloading critical and
sensitive company data. Students are required to write a memo to Tremeg’s Security
Administration Manager that discusses the ethics of performing such an analysis. The memo
should include discussion of what types of employee network activity analyses are likely
appropriate (ethical), what types are likely inappropriate (unethical) and reasoning why. This

last activity requires students to critically think about privacy issues when analyzing an
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employee’s network activities within a business. With the requirements of the memo purposely
being open-ended, student responses will likely provide a variety of interesting perspectives and
thoughts on the ethical matters being asked to consider. Follow-up class discussions of this
particular part of the case have been meaningful and thought provoking.

After completing the seven terminated user case activities, a copy of the entire ACL
project can be printed or placed on an external device, such as a flash drive, and turned in if the
instructor desires to see more detail of the total project. Students see firsthand through the
terminated user case the efficiency and effectiveness of ACL script-writing for performing
CAJ/CM to detect and investigate potential fraud and security concerns. Upon completing the
terminated user case, students have learned how to use the Import, Extract, Join, Filter and
Export commands, as well as the Script command for conducting the test on a repetitive basis.
These common activities can be used in other ACL projects. This first introduction to ACL
gives students the ability to run ACL for continuously auditing or monitoring for potential

network abuse and fraud, as well as consider the ethics of analyzing employee network activities.

OVERVIEW OF DORMANT ACCOUNT CASE
The dormant account case is a continuation of the terminated user case with the same
fictitious company, Tremeg Corporation. The dormant account case has five objectives:
1. Help better understand further the concept and application of CA/CM
2. Help learn further how to perform basic ACL activities of:
a. Importing data
b. Extracting data

c. Creating tables
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d. Exporting data
3. Help learn further how to automate basic ACL activities through the creation of a script
4. Gain greater confidence in the future application of developing computer automation
procedures for performing CA/CM after completing the second part of the case
5. Help better recognize potential audit independence and impairment issues with sharing

automated scripts within an organization

In this part of the case, Tremeg’s management is interested in identifying and
investigating those active directory users (current employees) who have not used their network
account in the last 90 days. Some of those identified may be terminated employees who have not
been duly noted as such by the human resource function, therefore having the opportunity to
commit fraud and data breaches. Others identified as having dormant accounts may be
employees in areas such as production or maintenance who do not regularly use the network. It
may be decided by management that control is improved if such employees do not have access.
In both situations, network access should immediately be disabled for these individuals by the
network administrator. Similar to the test for terminated users with continued access, this test is
a likely key general control within many organizations because it stresses the importance of IT
security over an organization’s data. As with the terminated user case, students are required to
examine the output and consider certain managerial and ethical implications with the sharing of
scripts within an organization.

The dormant account case involves five activities to find dormant accounts able to access
the network. This second case provides reinforcement of skills learned in the terminated user

case. The dormant account case may be performed similarly to the terminated user case by
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providing students detailed step-by-step instructions and screenshots of how ACL may be used
to identify dormant accounts. Alternatively, this part of the case may be used with less or no
accompanying assistance as a separately graded case or take home exam. Assigning in this
manner requires students to adapt what they have learned from the terminated user case.

The first activity of the dormant account case involves using the Import command to
create a table containing all data from an Excel file of active directory users at Tremeg. This
activity is the same as the third activity in the terminated user case. The resulting table is
subsequently used by students in the second activity to determine which active users have not
accessed their accounts in over 90 days.

The second activity involves using the Extract command to create a table of certain data
based on data from the first table created. This is similar to the second activity in the terminated
user case. In the dormant account case, the students command ACL (using the Age function) to
compare the last date of login to the network to the current date and create a second table that is
populated by those active users who have not accessed their account in over 90 days. The third
activity involves using the Export command to create a back-up Excel file populated by data
from the table created in the second activity. This third activity is similar to the fifth activity in
the terminated user case. The fourth activity is similar to the sixth activity in the terminated user
case. Students use the Script command to automate the first three activities, as well as document
within their script certain change control information. Students also incorporate other commands
regarding pop-up screens that help make script running more efficient and provide appropriate
script documentation.

The fifth activity involves considering the ethics of sharing ACL scripts within an

organization. IT auditors, accountants and managers have a professional oath of loyalty to their
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employers and the goal of providing management with the information that will best help
achieve the long-run goals and mission of the organization. This oath could indicate to some that
the sharing of scripts between internal auditors, accountants, and managers is appropriate for
ensuring CA and CM are performed properly throughout an organization. However, potential
problems exist when CA/CM scripts are shared within an organization, particularly from an
auditor independence perspective when auditors create scripts for management use (Daigle et al.
2008). Students are asked to consider the following questions:
e If an internal auditor creates a successful CA script, should it be shared with other
departments or operating divisions?
e After a management accountant develops a successful CM script, does a problem exist if
it is shared with other departments or operating divisions?

Students are required to write a memo to Tremeg’s Board of Directors expressing their
ethical and operating concerns regarding the sharing of ACL scripts by internal auditors,
accountants and managers with others in the company. As another intentionally open-ended
activity, the content of memos may contain a variety of interesting thoughts and perspectives on
these ethical questions. Class discussion should be meaningful and thought provoking like that
of the discussion of the ethics of analyzing employee network activity.

As can be seen by this overview of activities, the dormant account case seeks to reinforce
key concepts and skills learned in the terminated user case. Students use many of the same ACL
commands, and add use of the Age function, for application to a second area of security concern
regarding potential fraud and abuse of a company’s data. The complete set of instructions and
screenshots for the entire dormant account case is included in Appendix B. The Excel file

referred to can be obtained directly from the authors.
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Using the Dormant Account Case as a Separate Assignment or Take-Home Exam

The tutorial for the dormant account case can be given to students to work through, like
the tutorial for the terminated user case. However, instructors may consider giving the second
case to their students without the instructions and screenshots, and treat as an assignment or a
take-home exam. Students should be able to apply much of what was learned in the first case to
the second case without using the dormant account tutorial. The tutorial can serve as a key for
grading the technical parts of the assignment or exam. Appendix C provides an example of how
the dormant account case has been used as a take-home exam after students first complete the

terminated user case.

Student Perceptions of the Two-Part Case

This two-part case has been successfully used at one university by two instructors in two
sections of a graduate IT issues course and at a second university by an instructor in two sections
of a graduate IT auditing course. Approximately 50 students have completed the case. The
students had no prior knowledge or experience with ACL. Anecdotal feedback from students at
both universities was positive and enthusiastic, including the pleasant surprise regarding the ease
of generating and printing reports.

An exit survey was completed by 29 students in the two sections of the graduate IT
auditing course that completed the two-part case. Results show that the case objectives were
perceived to be met. The students were first given the terminated user case as a tutorial
assignment with a week to complete. After completing and discussing the results of the

terminated user case, students were given the dormant account case as an assignment without the
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detailed instructions and screenshots. Students had a week to complete this part of the case, after
which its results were discussed in class.

After completing each respective part of the case and class discussion of results
(including the ethical considerations of each part), students completed a survey about their
perceptions as to whether the objectives of each particular part were achieved. Tables 2 and 3
summarize survey results after completing each respective part of the case. Answering on a
scale of 1 (strongly disagree) to 5 (strongly agree), all mean responses are significantly greater
than a neutral score of 3 (neither agree nor disagree) at a p-value < 0.0001. These results
indicate that the students definitely perceived that all desired objectives were met by the two-part
case.

As an additional comment about survey results, mean responses to the dormant account
case are generally greater than those for the terminated user case, especially the objectives of
learning how to automate basic ACL activities through scripts (Question 3 in Tables 2 and 3);
having even more confidence with performing CA/CM in the future (Question 4 in Tables 2 and
3); and better recognizing ethical issues raised by the particular part of the case (Question 5 in
Tables 2 and 3). This indicates that the second part of the case provided significant
reinforcement and further insight above that provided by the first part of the case into using ACL
to perform CA/CM for identifying and investigating the possibility of fraud and IT security
breaches, as well as critically thinking and discussing ethical issues related to ACL, CA and CM.

Besides answering questions about perceptions of meeting objectives, the 29 students
also reported how much time was spent completing each part of the case. The mean number of
hours spent completing the terminated user case was 3.38 hours, while the mean number of hours

spent completing the dormant account case was 2.55 hours. The lower amount of time on the
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dormant account case is likely due to the experience of completing the terminated user case

(Please see Tables 2 and 3).

TEACHING NOTES

Teaching notes are provided in Appendix D for helping instructors with suggestions of
how to use the two-part case. The teaching notes provide a suggested method for class setup of
the case and suggested practitioner articles and research studies for students to read about ACL,
CA and CM. The notes also indicate how the case’s delivery and execution can be modified for
supplying on a flash drive for each student: 1) the ACL software that comes with an audit or AlIS
textbook, 2) the tutorial instructions and 3) Excel files. Providing these materials to students in
this manner allows them to complete the case without the need of having access to a computer
with ACL software preloaded. The flash drive approach also aids in turning in a backup of the

ACL project.
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Table 1 — Overview of Activities in Terminated User Case

Activity Deliverable
1) Students use Import command to create a table in ACL Printout of ACL table
populated by all data from an Excel file of all employees created
(both active and terminated).
2) Students use Extract command to create a second table Printout of ACL table
populated by records of terminated employees from first table | created
created.
3) Students use Import command to create a third table Printout of ACL table
populated by data from a second Excel file of active directory | created
users
4) Students use Join command to create a fourth table populated | Printout of html file
with data from the tables created in the second and third created and memo
activities. The fourth table contains data of terminated addressed to the Security
employees who continue to have access to system resources. | Administrator on analysis
Students use Filter command on the table to further analyze | of data in table
the data. Students also create an html file of data contained
in fourth table.
5) Students use Export command to create an Excel file Printout of both Excel file
populated by data from fourth table created created and the
transaction history of all
activities performed
within ACL
6) Students use Script command for automating the five Printout of ACL script
previous activities so that the test can be run on a repetitive created
and recurring basis, thereby providing the ability to perform
continuous auditing/monitoring
7) Consider and discuss the ethics of analyzing employee Printout of memo

network activities.
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Table 2 — Student Perceptions of Terminated User Case Meeting its Objectives

Objective Mean Response’?
(Standard Deviation)
1) Help understand the concept and application of CA/CM 4.24 (0.74)

2) Help learn how to perform basic ACL activities of:

a) Importing data 4.28 (0.65)
b) Extracting data 4.34 (0.67)
c) Creating tables 4.28 (0.65)
d) Joining tables to create a new table 4.31 (0.54)
e) Filtering data in a table 4.41 (0.73)
f) Exporting data 4.48 (0.63)
3) Help learn how to automate basic ACL activities through the 4.07 (0.88)

creation of scripts

4) Gain confidence in the future application of developing 3.69 (0.76)
computer automation procedures for performing CA/CM
after completing the case

5) Help better recognize potential ethical issues with an 3.93(0.88)
organization’s ability to analyze employee network activity

1 All responses are on a scale of 1 (strongly disagree) to 5 (strongly agree), with a neutral score
of 3 (neither agree nor disagree)

2 All mean responses are significant from a neutral score of 3 at a p-value < 0.0001
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Table 3 — Student Perceptions of Dormant Account Case Meeting its Objectives

Objective Mean Response’?
(Standard Deviation)
1) Help better understand further the concept and application of 4.48 (0.63)

CA/ICM

2) Help learn further how to perform basic ACL activities of:

a) Importing data 4.59 (0.63)
b) Extracting data 4.69 (0.47)
c) Creating tables 4.41 (0.63)
d) Exporting data 4.48 (0.63)
3) Help learn further how to automate basic ACL activities 4.45 (0.69)

through the creation of a script

4) Gain greater confidence in the future application of 4.48 (0.57)
developing computer automation procedures for performing
CA/CM after completing the second case

5) Help better recognize potential audit independence and 4.62 (0.62)
impairment issues with sharing automated scripts within an
organization

L All responses were on a scale of 1 (strongly disagree) to 5 (strongly agree), with a neutral score
of 3 (neither agree nor disagree)

2 All mean responses are significant from a neutral score of 3 at a p-value < 0.0001
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Appendix A
Using ACL Scripts to Teach Continuous Auditing/Monitoring: Terminated User Case

Tremeg Corporation is a growing electronic components manufacturer that has recently been
awarded a large multi-year defense contract. High among the many concerns and goals of
company executives is improving security over network access to sensitive data. Students are to
assume the role of an IT auditor/accountant with responsibility to determine the effectiveness of
security controls.

The case has the following objectives:

1. Help understand the concept and application of continuous auditing/continuous
monitoring

2. Help learn how to perform basic ACL activities of:

Importing data

Extracting data

Creating tables

Joining tables to create a new table
Filtering data in a table

Exporting data

—~Oo Q0o

3. Help learn how to automate basic ACL activities through the creation of scripts

4. Gain confidence in the future application of developing computer automation procedures
for performing continuous auditing/monitoring after completing the case

5. Help better recognize potential ethical issues with an organization’s ability to analyze
employee network activity

The case involves performing six primary activities to accumulate required data, and then
make critical decisions and communicate the results in memo form:

1) Using the Import command to create a table in ACL populated by the data from an Excel
file of all Tremeg employees, whether active or terminated. This file has been obtained
from Tremeg’s human resource function. The file includes fields for:

Employee Number
First Name

Last Name

Date Terminated
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Using the Extract command to populate a second table with data of terminated
employees from the first table created.

Using the Import command to create a third table populated by all data from a second
Excel file of active directory users at Tremeg. This file has been obtained from Tremeg’s
security administration function. The file includes fields for:

User ID
First Name
Last Name
Disabled
Last Login

Using the Join command to create a fourth table of data for analysis, which is based on
data in the tables created in #2 and #3. The resulting table will include only matches
where the Disabled field equals FALSE, which means a terminated user still has access
to the network. Such matches are a clear violation of system security. Access should
immediately be disabled for these users. The Filter command will then be used to
identify those terminated users who have accessed their account after being terminated.

Using the Export command to create a back-up Excel file populated by the data of
terminated users who still have network access.

Using the Script command to automate the performance of these activities automatically.
Because it is a sound control to create the exception table on a repetitive basis (i.e.,
continuously, such as weekly or monthly), automation improves efficiency and
effectiveness of the process at little marginal cost.

You have been provided the two Excel files referred to in #1 and #3. On the desktop of the
computer on which you will complete this assignment (ACL Version 9 should be installed on
that computer), create a folder and name it ACL_Assignment. Place the two files in that folder.

The step-by-step instructions, associated resulting screen captures, and seven deliverable
requests on the following pages provide a guide for completing this case. Much of the
instructions provide reasons and explanations for why a particular step is being performed.
Carefully read the instructions to appreciate and understand the usefulness and value of each step
of the case.
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I. Importing the All_Employee Excel File into ACL

1. Double Click on the ACL Version 9 icon on your desktop to open the application.

alnixl
Pl (4 Oats iy Seeplng  Aooketond  Todk  Sarew  Winde  leb

FrGNed §M9 ErREO LNIATNHESeEEH B 7

Pt g < | 1) wedcome 2|
Mo Cpens Prject }
>
-' Welcome to ACL
| Owl Leg

2. Create a New Project by selecting from the toolbar File - New — Project from the toolbar.

|l ex oxe Andme Swvclon  Acokctkes  Todk Server Window tel
Tosble.

e FEPE® 4 %90 YNELLEH B8 7

=leinl

weiome o A

bt L]
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3. Locate the ACL_Assignment folder on your desktop. Name your new project
Network_Term_Users with the default file type of ACL and click [see ]

T =lein
| y -"_ || I: i ] 3 ——— e & ?;ﬂla ? 1,” i-:)j E} =_B; E m @ @ :5 ?
|t Save e [ ACL Assigrenent 7 «doE- 10 x

Welcome to AC L

Flerane | IETEIMETNNTR B
A

Suveselype  [Fropel Fies [FALL)

4. Upon saving your new project, the Data Definition Wizard automatically appears on screen.
The wizard helps define the format of data that you will import into ACL for analysis. Click

=l
Welcome to the Data Definition Wizard

The ‘wizard will define vour data so vou can analyze it. &t each step, when the screen appears.
you will see the Wizard's advice as indicated by a radio button or other control. Wou can
avernde any of the ‘Wizard's recommendations.|f vou need to go back several screens, the
‘whizard will remember your choices when you go forward again, unless you make a change.

The next page will show the steps required to define a file

I~ Do not show this welcome screen again

< Back I Mext > I Cancel Help
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5. The wizard screen asks you to specify the source of data. Because the data in this assignment
is in a file on the desktop, the default option of Disk is the proper choice. Click .

Data Definition Wizard - Select Data Source |
Specify how to get your data file.

1+ Disk “tour file is on a disk [hard drive. floppy ar network. server).

" ODEC: Select ODBC to import data from ODBC compliant databases such as Oracle or

M5 Access, to name but bwo. This will take you ta the ACL ODBC YWizard.

" Esternal “our file is sither an AS /400 FDF, PLA, or a COBOL file definition.
Defirition:

B Edit Field Properties

B Finish

< Back I Mext > I Cancel Help

6. The wizard requests that you select a file to define. Go to the ACL_Assignment folder on
your desktop, select the file entitled All_Employees.xls and then click [ Oeen ]

w5 Retwork =leia
| Fe Edt Dats Anshoe Senping  Apphistions  Todks  Server  Window  Help

@ = amaliny Hanall, :lll'a:ﬂﬂ|%umﬂléﬂam @i‘c-.?

P'L:’ Leakin: [ 23 ACL_fasigrenac ERN-1=1z:0

[ Active _Dwectory_Users.sis
)00 Ergdyees

P ks

|2 Nstrork,_Term_Users.AC
G [ etk _Term_Usens. ACL
|3 Wetvronk,_Term_Lisers LI

Welcome to ‘ L
5] Wetrronk,_Term_Lisens LOG
] Tevinminated_User_Case_Instructions. doc =

“Vonus e s on & chek. fhad diive. lloppy of netreod, server]

Setect DDUC bo enport data hom DDEC comphant dalabases such as Diacke of
M5 Access This the ACL DDDC 'wizerd.

Fies of hpe [DataFies )

Finone [N 1 =]
3

“Yous il i sthet 0 AS400 FOF, PLS. o & CODOL s definition.
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7. The wizard requests that you choose the type of character set of the data, with a default of

ASCII. Click M=t

Data Definition Wizard - Character Set |

The “Wizard has determined the character set of wour data.

" |BM mainframe or minicomputer [EBCDIC)
£+ PCs and all other types of computers [A5C11)

Identify Properties

Define Fields/Reco

Edit Field Properties

Finish

< Back I Mext > I Cancel Help

8. The wizard has identified the file format of the file you chose as Excel and requests that you

confirm this. Click .

Data Definition Wizard - File Format x|

The Wizard has analyzed the fils you selected and classified it as one of the file formats listed below.

" dBASE compatible file
" Delimited test file

" SAP private file format
" AccPac maste file

' Print Image [Report) File
Disfine Field %, Ercelfic

 Access database
ML file

" WBRL 2.1 file

Edit Field Properties = DOther file format

Firizh

< Back I Mext > I Cancel Help
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9. The wizard has identified that the file has three worksheets labeled Sheetl, Sheet2 and Sheet3,

with a default of selecting Sheetl. All of the data in the file is located in Sheetl. The wizard has
also defaulted to a field length of 50 maximum characters. Click .

Data Definition Wizard - Data Source

Select the Excel Warksheet or Mamed Range

o Select Data

Sheet2
Sheetd

a¥  Identity Pro

50 M aximum Character Field Length

B Finish

< Back I Next » I Cancel Help

10. Name the new data file All_Employeesl with the default data file type of .FIL and click
(s |

fle Edt Dats Anslyze Semplng  Apphcstions  Tooks  Seérver  Window  Help
i L Lo
IRl s v Dt File A5

|Fachact

Sovn i () ACL_Assgrement

=lalal
e | E 08 & & HE B OO & ?
d rBer o

Welcome to AC L
&l

Seect the Ewcel Workshest or Nammed Flange

File name:

[a_Emptopeest

|
[Data Faes Py El

Save bt type
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11. The screen wizard shows the results of defining data from the file imported. After verifying
that the data are those needed and in the correct format, click [_Frisn ]

Data Definition Wizard - Final x|
Walue | Definition |
Table Data Source File All_Employees, xls
Character Set ASCIT
Reecord Length 37
Skip Length 1]

Murmnber of Fields 4

Field Name Data Type
Employes_MNumber ASCIT
First_MName ASCIT
Lask_Mame ASCIT
Date_Terminated DATE

Identify Properties

Define Fields/Records

< Back. I Finish I Cancel Help

12. The wizard has created a table with the data from the Active Directory Users Excel file and
suggests renaming it from Untitled to All_Employees1. Click o1,

Table "Untitled’ changed, save as:
Lo |
Dizcard |
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13. The resulting screen shows the new table created, populated with all the active and
terminated employees of Tremeg. Verify the order and format of the fields as specified by the
Data Definition Wizard. The table should contain 167 records.

i) Network_Term_Users.ACL - ACL 9

| Fie Edt Dot Anabec Samping Applications Tools Server indow  Help
Q& an ?

a4l g esEIINED 4bo0 TNHLEEHE

Project Navigatar < || [} welcome # [TT] Al_Employees1 |
=[] Network_Term_Users.ACL e
& all_Employees1 :
E Metwork_Term_Users 7 % 7 %?I
Employee Mumber First Mame Last Mame Date Terminated
eonat il Joseph

2 elnoz Chad Jones
gl k] Al Dean
4 edo04 Dean Johnson
I} e0nos Eddie Parker
5] e0006 Greg Smith 0342372010
7 e0007 Tracy Cross
8 O] Susan Dun
q e0008 Christine Coppula
10 ednin Len Gearge
gl et George Jackson 09/062009
12 elnfz Richard Touchet 09/05/2009
13 edil3 Don Johnson
14 ed014 Cindy Winfrey 0941252009
15 elnis Matthew Raobers
16 el01E Jackson Smith 05/05f2009
17 eli? David Davidson 03f05f2008
18 20018 Jenry Cooper
IS elnig Cooper Bobhin
20 20020 Peter Carpenter
Al edn21 Roy Schexnayder
22 e0022 Cynthia Scarton
23 e0023 Gayle Watson
24 20024 Tharmas France
o 20025 Paul Larter
26 el02h Allisan Mila
27 a0nz7 Michael Garza
28 elnzg Brad Martin 0372372009
20 20024 Danny Flannery
] edn3n ki Jackson 04/25i2009
A edo3 ‘Yanessa Pett
32 2003z Amanda Clair
iR e0033 Lilly Frasier
‘]‘ nnnnn T AT Y

T ‘ Log | Default_view

(&ll_Employesst 167 Records [

e | T

14. DELIVERABLE #1: Print the table by selecting Data — Report from the toolbar. In the
Header type Terminated User Case Deliverable # 1 — your last name and ensure that “file” is

selected on the Output tab. Click and then " | o print the report. Review
your output, noting the Documentation and Transaction History of generating the table. Turn in
your output to your instructor.
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I1. Extracting Data from the All_Employeesl Table

1. Select Data — Extract Data from the toolbar.

Vol. 3, Issue 2, Special Issue, 2011

i) Network_Term_Users.ACL - ACL 9

J File Edit | Data #nalyze Sampling  Applications  Tools  Server  ‘Window  Help

Extract Data. .. Ly o == 1 X &
| & p o EFEPIH® 4908 T NHL2:ER BO:fm?
pork To Other Application. ..
Project Navig [ welcome 1 [TT] All_Employees1 |
- Crystal Reports »
= P—:'t:';; Filter
Ll
i Create Index... e e
[ et Bt 2|
Relate Tables..,
S i Emploves Mumber First Mame Last Mame Diate Terminated
i i 20001 Jill Joseph
2 20002 Chad Jones
Join Tables... Chrl+7 3 20003 ] Dean
Merge Tables... 4 e0004 Dean Johnson
5l e0005 Eddie Parker
Sort Records, .,
e eteres 5 0005 Greg Srmith 13010
i e0007 Tracy Cross
ey 8 £0008 Susan Dun
Search., a 20008 Christine Coppula
10 e0010 Leg George
External Data 12 11 20011 George Jacksan 09/06/2009
Fm el 3 12 0012 Richard Touchet 09/05/2008
i 13 e0013 Don Johnson
R 14 £0014 Cindy Winfrey 09/12/2008
15 e0015 Matthew: Roberts
e AARE BT Tomith AEMEMANA

2. The resulting screen allows you to begin creating a new table populated by extracted data of
interest — terminated Tremeg employees — from the All_Employeesl table. Click e )

Main |M0re I
{* Record

Estract Fields. .

x|

" Fields

| | Mame | Title | st | cater
Date_Te... Date_Terminakted 28 B
Emplove,.. Emploves Mumber 1 C
Firsk_Mame First_Mame ] Z
Last_Mame Last_kame 15 C

K IS

|

¥ Local

v Use Output T able

o]

Cancel

Help
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3. The resulting screen allows you to create an extracting condition for users with a value in the
Date_Terminated field within the All_Employeesl table. Under Functions to the far right of the
screen, double-click on “DATE( <date>)”. “DATE( <date> )" will appear in the Expression box
at the top left of the screen.

Extract:1F =
r Expression
DATE[ <dates | =] Help 0K
Werify Cancel
Save bg
-] |
Ayailable Fields Functions
Name | Title [sto.fce = <o [And| + | - | Ju =l
Date_Te... Date_Terminated 28 [a] A3 > Or : / -
Employe... Employes_Mumber 1 C i= »= | Mot - (1 gmﬁg&—&ﬁ:'ﬁn ] —I
First Name | First Name & |C Date... EYTE( byte._lacation )
Last_Mame  Last_Mame 15 C — COOW( date . length |
Filksrs CHR[ umber |
1=l CLEAMI string <. extra_invalid_ck
CTOD( field <.date_format_if_nal
CUMIPHT( rate , periods , amow
CUMPRINC| rate , periods , amo
=l |DATE <date> )
‘/ariables DEC] number . decimals ]
— DIGIT[ byte_location , pogition |
. r OUTPUTFOLDER = DOW/( dats ]
EBCDICI string ] -
Fram T able 7 | | '
IAII_EmpIo_I,Ieeﬂ j =l ¥ Paste Parameters

4. Use your cursor to highlight “<date>" in the Expression box.

Extract:IF |
T E xprezsion
- Help | o |
Werify I Cancel I
Save Az
-] |
Levailable Figlds Functions
Mame | Title [stoJce =1 < |and] « | - | | -
Date_Te... Date_Terminated 28 o < > Or * 4 -
Employe... Employes_MWumber 1 C ¢= | 3= | Hat| * [] gmﬁgg{_gﬁﬂﬁn] 2l
fisE A ST SR Ame Rl Date.. BYTE[ byte_locatian ]
Last_Mame Laskt_Mame 15 9 COOWI date . length ]
Filters CHR( number |
=l |CLEAN[ stiing <.extra_invalid_ck
CTOD( field £ date_format_if_nal
CUMIPMTI rate , periods , amou
CUMPRINC] rate . periods . amo
=l |DaTE( <dates )
Yariables glEGCl[rr[wEn}berl . d'atpimals ) sion ]
— whe_location , position
- r OUTPUTFOLDER = DOW/( date ]
EBCDIC string ) =
Fram T able 7 | | '
IAII_E mployees j zl ¥ Paste Parameters

311



Journal of Forensic & Investigative Accounting
Vol. 3, Issue 2, Special Issue, 2011

5. Double-click on the “Date_Terminated” field in the Available Fields box. “Date_Terminated”
will replace “<date>" in the Expression box.

Extract:IF . z
— Expression
DATE[ Date_T erminated | =] Hep [ oK ]
Werify I Canicel |
Save As
-] |
Awvailable Fields Functions
Mame | Titls [etfce = | < [And| « | - | [a =
Date_Te... Date_Terminated 28 o < x Or * / -
Employe... Employes_Mumber 1 C i= »= | Mot -~ (] gml‘?ﬁ?[_lc?u?‘:lto]n] —I
S AE RIS ENamE & 1C Date... BYTE[ byte_location |
Lask_Mame  Last_Mame 15 9 CDOW( date , length )
Filkers CHR umber |
=l |CLEAN( string <.extra_invalid_ck
CTOD] field < date_format_if_nol
CUMIPMT( rate . periods . amou
CUMPRINC rate . periods . amo
=l |DATE[ <dater )
Yariables glEGCI[r?Emtberl . det_cimals ] sion]
— whe_location . position
- B OUTPUTFOLDER = DOW date ]
EBCDIC[ string ) -
Fram T able 7 | | 5
IAII_Emponeeﬂ j =l ™ Paste Parameters

6. Place your cursor at the end of the expression “DATE ( Date_Terminated )”. Add a space and
click on the [« | button in the middle of the screen to add that symbol to the Expression. Space
one time after the <> symbol and then add a pair of quotes with a space in between the quotes.
The resulting expression from your editing is: DATE( Date_Terminated ) <>" " This
expression will extract all of the non-blank items in the Date_Terminated field.

Extract:1F =
— E xpression
DATE( Date_Teminated ] < "] o Heb [ ok ]
erify | Cancel |
Save Az
-] |
Axvailable Fields Functions
Mame | Title [stofce =l < [and] « | - | fa -
Date_Te,.. Dake_Terminated 2 D < kS Or * / -
Emplove...  Employee_Number 1 C g= 3= | Mot - [] gmﬁi?r&ﬁ:ﬁn ] B
First_Hame  First_Mame £ IC Date... BYTE( byte_location )
Last_Mame  Last_Mamne 15 S COOW( date . length ]
Filters CHR( rumber |
1= CLE&SM[ string < axtra_inwvalid_ck
CTOD] field <.date_farmat_if_nal
CUMIPMT( rate , periods , amaou
CUMPRINC] rate , periods , amo
=l |DATE] <date> |
D ber ot
- wte_location . position
- ] OUTFUTFOLDER 1= DOW( date ]
EBCDIC( string | -
Fram Table 1] | T
IAII_Emponeeﬂ - =l [V Paste Parameters
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7. Click on the __Yeify | button located to the right of the Expression box to verify the

expression is valid. A pop-up message screen will ask you to confirm that the expression is
valid. Click to continue.

ACL 9 x|

\lj) Expression is walid

8. Click at the top right of the screen to return to the Extract screen. Note that the
expression created is contained in the textbox located to the right of the [ & ] button.

Extract |
Main | are I
{* Record " Fields
Extract Fields... | | ame | Title | = | Cate

Date_Te... Date_Terminated 28 o
Emplove... Emploves_Mumber 1 C
Firsk_Mame First_Mame ] Z
Last_Mame Last_kame 15 C

To.. | I

¥ Local [ Usze Output Table

(1] 4 I Cancel Help
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9. Type Terminated_Employees in the textbox to the right of the ___Too lputton. Thisis
the name of the new table that you are creating that contains data that you are extracting from the
All_Employeesl table.

Extract x|
Fain |M|:ure I
{* Record ™ Fields
Ewtract Fields. | | Mame I Title I =1 I Caket
Date_Te... Date_Terminated s} B
Employve... Emploves_Mumber 1 C
First_Marme First_Mame C
Last_Mame Last_Mame 15 C
N I |
If.. | [DATE(Date_Terminaled] <> "
To.. | ITerminated_Emplo_l.Jeesi
¥ Local v Use Output T able
0k I Cancel | Help |

10. Click %1 The newly created Terminated_Employees table will appear on screen.
The table should contain 60 records.

i) Network_Term_Users.ACL - ACL 9

| File Edt Data Analyze Sampling Applications Took Server Window Help

J@@@[ﬂ@&%@ﬂfﬁﬁ\EfMEEﬁDIOD\é!I@I?DD--:&m 7
Pioject Navigator [ Weleoms # [TT] Terminated_Employees \
=1{ ] Network_Term_Users.ACL Fiter
[T AI_Employzest
[ Network_Term_Users B % g
ETerm'"atEd Employees |> Emplayee Mumber First Mame Last Name Date_Terminated
e0006 Greg Smith 0372372010
* el011 George Jackson 0970642008
3 e0012 Richard Touchet 09/05/2009
4 el014 Cindy Wyinfrey 0841242008
B e0016 Jackson Smith 05/05/2008
B e0017 David Davidson 03/05¢2008
7 e0028 Brad Martin 032372008
8 20030 Mikki Jacksan 04i25i2008
E] e0043 Melanie Daigle a7 752008
10 20048 Anna Stern 07r18iz008
11 20040 Dehra Phillips 03192010
e0072 Wililly Hoag 081121
e0074 Jim Foster 08116
20354 Anita Lozano 09407
eld456 Travis Wagner 111231
[ ed/0 Margie Sharpe 111020200
7 e07EE Bemnie Porter 0471802009
8 e1122 Leslie Jackson 09/22/2009
9 e11451 Martha Oliver 100 62009
20 el342 Ronny Wilmer 11/06/2009
21 e1423 Claud Chaplin 041112009
22 e1538 Jill Daigle 02/06/2010
23 elB09 George Wyaldows ki 104252008
24 e1892 Shelly Johnson 02/02/2010
25 e1887 Chad Davidson 02/23/2010
26 22000 Janice Smith 01/2302010
27 B2355 Jeff Washam 1043002008
28 82273 Raymond Vickers 1201312008
29 82783 Travis Jenkins 080242008
30 22291 Helen Gerken 08f17i2008
a1 22714 GCarol Wiells 051972003
Bz 22845 Keith Beegle 0911272008
k] 23297 Bohb Hall 111672008
‘], maan e (IS Py R—1 5 T YEE T
e [ [ostoul v
[Terminated Emplovees le0 Records [
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11. DELIVERABLE #2: Print the table by selecting Data — Report from the toolbar. In the
Header type Terminated User Case Deliverable # 2 — your last name and ensure that “file” is

selected on the Output tab. Click and then P | to print the report. Turn in
your output to your instructor.

I11. Importing the Active_Directory_Users Excel File into ACL

1. Select from the toolbar Data — External Data — Disk.

i) Network_Term_Users.ACL - ACL 9

| Fle Edt [Data Andlyze Samping  Appications  Took  Server Window  Help

e E@g@mm@énem@m%%awWEQEﬁ?

Export To Other Application. ..

[ welcome 2 [TT] Terminated_Employees ‘
Crystal Reports »
Filter:
Create Index. .. v % o E
Relate Tables...
Employee Mumber First Mame Last Mame Date_Terminated
Repdite: i }‘ B000E Greg Emith 03232010
. 2 0011 George Jackson 09i06/2009
SR . ey 3 0012 Richard Touchet 09/05/2009
Merge Tables... 4 e0014 Cindy wWinfrey 0941272009
El el016 Jackson Smith 050572008
tREE 5 0017 David Davidson 03/05/2009
VeriFy. . 7 20028 Brad Martin 03/23/2009
£l e0030 Mikki Jacksan 0472572009
Search.., a e0043 Melanie Daigle 07/17/2009
e0046 Anna Stern 0701852008
al Date en04a Debra Fhillips 0313/2010
External Definition »  opec.. | |e0072 Willy Hoag 031 22009
e0074 Jim Foster 0201672000
e ARIRE 20354 Anita Lozano 09/07/2009
T3 P Travie \rannar T1eannna

2. After automatically opening the folder you have been using — the ACL_Assignment folder on
your desktop — ACL prompts you to select a file to define. Select the Active_Directory_Users
Excel file and click H

select File to Define 2l

R =

Look in: I [ ACL_Assignment

1 Active_Directory_Users, xls
All_Emplovees1 Fil
AII_EmpIUyees.xls
Mebwark_Term_Users, AC
- Metwork_Term_Users, ACL
Metwork_Term_sers, LIx
E] Metwork_Term_Users, LOG
._j Teriminated_Jser _Case_Inskructions.doc
Terminated_Emplovees, FIL

File name: I.t’-‘«c:tive_Director_l,l_Users.xIs j Open I
Filez of tupe: |Data Files [*.7] j Cancel |
e
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3. Just as for the data in the All_Employees Excel file, the resulting wizard screen, as well as the
next two screens, takes you through the process of defining the data and file from which it came

and the worksheet location within the file. Click on this and following two screens.

Data Definition Wizard - Character Set |

The "wizard has determined the character set of pour data.

" IBM mainframe or minicomputer (EBCDIC)
* PCs and all other types of computers (85 C11)

Identify Properties

Define Field

Edit Field Properties

Firigh

< Back I Mext 3 I Cancel Help

4. The wizard requests that you save the new file with a .FIL extension in the default
ACL_Assignment folder. Name the file Active_Directory_Usersl and click [see ]

2x
Save i IE}ACL_Assignment j - =5 ER-

&| All_Emplovees] il
Terminated_Emplovees, FIL

File: rarne: -'l'n.l::l.i'-.-'e Directorg Users] j Save I
Saveastype  |Data Files [“FIL) - Caneel |

F
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5. The screen wizard shows the results of defining data from the Active_Directory_Users Excel
file in the table that you have created. After verifying that the data fields and format are correct,

click [_fnsn ]

Data Definition Wizard - Final |
‘alue | Definition |
Table Data Source File Active_Directory_Users,xls
Character Set ASCII
Recard Length 42
Skip Length 1]
Mumnber of Fields 5
Field Name Data Type
User_ID ASCIL
Select Data First_Mame ASCII
Last_Mame ASCIT
Disabled ASCIT
Lask_Login DATE

Identify Properties

Defing Fi

Edit Field Properties

Finigh

< Back I Finish I Cancel Help

6. Save the resulting table, with the name suggested by ACL, by clicking [ 1.

Table "Untitled® changed, save as:
Lo |
Active Directory Uszers Discard |
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7. The resulting screen shows the new table created, populated with all the network accounts of
Tremeg. There should be 130 records in this table.

i) Network_Term_Users.ACL - ACL 9

| Pl Edt Dot Anavee Samping  Applications Tools  Server Window  Help

66483/ 6B G HTEO ALON FHNLsERIMO.u?

Project Navigator [ wielcome 4 [T[] Active_Directory_Users1 |
E-{ "] Network_Term_Users.ACL Fiter
[T Active_birectory Users1
~{TT] #1_Employeest % o |
NEtW_Drk’Tarm’Users User ID First Mame Last Mame Digahled Last Login
e AT B 20001 il Joseph FALSE 03/23/2010
2 elonoz2 Chad Jones FALSE 03272312010
3 20003 Al Dean FALSE 0372312010
4 e0004 Dean Johnson FALSE 0372312010
5 20005 Eddie Parker FALSE 0372312010
B 20006 Greg Smith FALSE 03/23r2010
7 e0oo7 Tracy Crogs FALSE 037232010
] e0003 Susan Dun FALSE 0372312010
] e0008 Christine Coppula FALSE 0372312010
10 e0010 Leo Gearge FALSE 03272312010
11 e0011 Gearge Jackson FALSE 03/06i2003
12 e0012 Richard Touchet FALSE 09/05/2008
e e0013 Don Johnson FALSE Q972712008
14 e0014 Cindy Wiinfrey FALSE 0301252008
15 e0015 Matthew Roberts FALSE 09/17/2008
18 elD1B Jackson Smith FALSE 05/05/2008
17 e0017 David Davidsan FALSE 03/05/2008
18 e0018 Jenny Cooper FALSE 037232010
19 e0018 Cooper Bobhin FALSE 0372312010
20 0020 Feter Carpenter FALSE 03/23i2010
21 e0021 Roy Schexnayder FALSE 037232010
22 eln2z2 Cynthia Scarton FALSE 0372312010
23 20033 Gayle Wiatson FALSE 03/23r2010
24 e0024 Thomas France FALSE 0372352010
b e0025 Paul Larter FALSE 0372312010
2B 20026 Allison il FALSE 03/23r2010
27 e00zy Michael Garza FALSE 03/03r2008
23 e0023 Brad Martin FALSE 0372312008
29 0029 Danny Flannery FALSE 04/12i2008
30 e0030 Mikki Jackson FALSE 04/26r2008
il e0031 Vanessa Pett FALSE 06152008
B e0032 Amanda Clair FALSE 03/23/2010
B e0033 Lilky Fraswer FALSE 03272312010
‘], FCrE) e Forer e
G ‘ Log | Default_view
Active_Directory_Usersl 130 Recards |

8. DELIVERABLE #3: Print the table by selecting Data — Report. In the Header type
Terminated User Case Deliverable # 3 — your last name and ensure that “file” is selected on

the Output tab. Click and then P | to print the report. Turn in your output to
your instructor.
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IV. Executing an ACL Join for Producing an Exception Report of Terminated Users Still
Having Access to the Network

1. If not already open, open the Active_Directory_Users1 table within your project by double-
clicking on the table within the Project Navigator window. This table must be open because it is
the primary table for creating a new table through the joining of the Active_Directory Usersl
and Terminated_Employees tables.

From the toolbar select Data — Join Tables.

i) Network_Term_Users.ACL - ACL 9

File Edit | Data Analyze Samplng  Applications  Tools  Server  Window  Help

Extract Data... g ol 3
& & . FBEFETEO L0 TNHEL2EEHA B Sm?
Expoart To Other Application. ..
Froject Navige ] [ welcome ¢ [TT] Active_Directory_Usersl ‘
(57 wetwn  Crvstal Reports »
Filter
Create Index. . % o B I
Relate Tables. ..
User ID First Name Last Name Disahled Last Login
Eepoib iR |‘ 20001 Jill Joseph FALSE 0372372010
I 20002 Chad Janes FALSE 0372372010
3 20003 Al Dean FALSE 0372372010
Merge Tables... 4 e0004 Dean Johnson FALSE 0372372010
i 20005 Eddie Parker FALSE 0372372010
SoitReaes 5 20006 Greg Srrifth FALSE 03333010
VerfFy... 7 e0007 Tracy Cross 0372372010
2000 Susan Dun 372372010
Search... 200 Chrigting Coppula 372372010
[1] e00 Leo Geotge 372372010
External Data 2 1 00 George Jackson 9/06/2009
External Definition » F] 00 Richard Touchet 2f05/2009
= e00 Dan Johngan 912772009
Setvet ' 1 00 Cindy Winfrey 91 272009
5 e00 Matthew Roberts 901772009
18 e0016 Jackson Smith 05/05/2009
17 e0017 David Davidzon FALSE 03/05/2009
18 e0018 Jenmy Cooper FALSE 03232010
19 e00149 Cooper Bohhin FALSE 03/23/2010
20 e0020 Peter Carpenter FALSE 03232010
il e0021 Roy Schexnayder FALSE 03232010
22 e0022 Cynthia Scarton FALSE 03/23/2010
2 e0023 Gayle Watson FALSE 037232010
24 e0024 Thomag France FALEE 03r23/2010
25 e0024s Paul Larter FALSE 037232010
28 e0026 Allison Milo FALSE 037232010
27 e0027 Michael Garza FALSE 03703/2008
28 e002s Brad Martin FALSE 0372372008
29 el029 Danny Flannery FALSE 0451 2/2009
30 20030 Mikki Jackson FALSE 04725/2003
A 20031 Yanessa Pett FALSE 06f1 572003
3z 20032 Amanda Clair FALSE 0372372010
33 20033 Lilly Frasier FALSE 0372372010
‘]. ..... T I Y=y S o S 1. T- o L T 1)
e Lo | Default_View
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2. The resulting Join screen allows you to design the new table for your exception report.

=i
Main | More |
— Primary Table — Secondary Table
Frimary Keys... | Secondanykeys... I
| hame | Title: IENEE | name | Title | st... [ cater
Disabled Disablzd 23 C
First_Marne  First_MNarme ] C
Last_Login | Last_Login 33 ]
Last Mame  Last Mame 15 C =
| i 3 4] | n|
Frimary Fields... | Secandary Figlds... I
| Mame | Title IENEE | wame | itk | st... | cater
Disabled  Disabled 28 C
First_Mame First_MName ] C
Last_Login  Last_Login 33 [u]
Last Nami Last Mame 15 C =
4 * 4 I I _PI
¥ Presart Frimary Table I | Fresort Secondary Table
¥ Local If.. | |
| Use Dutput Table Tha... | I

ak. I Cancel Help

3. Click the A= | button on the left side of the screen to select fields from
the Active_Directory_Usersl table. Click “User_ID” and move to the Selected Fields list by
clicking =. This can also be achieved by double-clicking on “User_ID”. After getting the
resulting screen shown below, click to return to the Join screen.

Selected Fields x|

Available Fields Selected Fields

Mame | Title | St... | Categor: -3 | User_ID =
Disablad Disabled 23 Z

First_Mame  First_Mame & i < |

Last_Login | Last_Login 33 n]

Last_Mame  Lask_Mame 15 C Add all

User 0 lUser D 11 lc__ | T

Clear Al |

Expr... |
| | N Edit. . | 4] _,fl

Fram T able
Ok I Cancel | Help |

IActive_Directory_Userﬂ j
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4. Under Secondary Table on the right side of the Join screen, select “Terminated_Employees”

from the dropdown menu.

=
Mair | More |
— Primary Table —Secondamy Table
Primary Keys. .. | Secondary Keys... I
| Mame | Title [st.. | cax | hame | Title [ st.. [casx
Disabled Disabled 26 C Date_Te... Date_Terminated : u}
First_Mame First_Mame 6 C Emplove... Employee_Mumber 1 C
Last_Login  Last_Login 33 [u] First_Mame First_Mame & C
Last Nami Last Mame 15 C = Last Nami Last Mame 15 C =z
4 * A *
Frimary Fields... | Secondary Figlds. .. I
| Mame | Title IENEE | ame | Titke | st.. [ca=x
Disabled Disabled 28 C Date_Te... Date_Terminated 25 ]
Firsk_Mame  First_Name 3 C Emplove... Employes_Mumber i C
Last_Login | Last_Login 33 ] First_Marne First_Mame & C
Lask Nami Last Mame 15 C B Last Nami Lask Mame 15 C I8
4 » 4 »
¥ Presort Primary Table I” Presort Secondary Table

¥ | Local
v Use Output Table

Cancel

o]

Help

5. Click the

Secondary Keys. ..

| button that is located right below the dropdown menu.

Click “Employee_Number” and move it to the Selected Fields list by clicking =>. After getting

the resulting screen shown below, click to return to the Join screen.

Selected Fields

Available Fields

Selected Fields

x|

Mamne | Title

| Sk | Zategor -k |

Emploves_Number

Date_Te... Date_Terminated
Emplove. .. | Emplovee Mumber
First_Mame First_Name
Last_Mame  Last_Mame

e}

.

L

|

Add All |
Clear &l |

2

Cancel | Help

=
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6. Click the Primary Fields... 'button that is located in the middle left of the screen,
and move all fields to the Selected Fields list in this order: “User_ID”, “First. Name”,

“Last_Name”, “Last_Login” and “Disabled”. This prepares the order and format of the
exception report you are creating. It is important to use the order specified. After getting the
resulting screen shown below, click to return to the Join screen.

Selected Fields

x|
Available Fields Selected Fields
Marne Title st | Categor - | IEI'SBtLIlJD =
Disabled | Disabled El i
First_MName First_MNarme 5 C LS | Last_Login
Last_Login | Last_Login 33 D Dizabled
Last_Marne  Last_Mame 15 C Add All |
User_ID User _ID 1 C
Clear &l |
Expr... |
4 | - Edt. | ag [ _.r'
Fram T able
QK. I Cancel | Help |
IActive_Dilectol_l,l_Userﬂ j

7. Click the it b | button that is located in the middle right of the screen,
and move “Date_Terminated” to the Selected Fields list. After getting the resulting screen
shown below, click to return to the Join screen.

Selected Fields

|
Available Fields Selected Fields
- Date_Teminated =]
Emplove... Emplovee_Mumber 1 C == |
First_Marme  Firsk_arme 6 i
Last_Mame Last_Mame 15 C Add all |
Clear Al |
I — 2 i _>l_I
ak, I Cancel | Help |
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8. On the Join screen, perform the following three steps:
a) Check the box for Presort Secondary Table.

b) Create an “If” statement to ensure that already disabled employees are not included in the

report. In the box beside the | button, type: Disabled = “FALSE”. FALSE in
the disabled field means that the account is not disabled (it is still active).

c) In the box beside the ___T- | button, type Exceptions_TermEmpWithAccess (all one
word with no blank spaces) as the name of the output file.

poin x|
Main | b ore I
— Primary T able —Secondary T able
ITerminated_Emponees j
Frimary Keys... | Secondary Keps... |
[ mame | Title IEmEE [mame | Title IEmEE
Disabled Disabled ek} C Date_Te... Date_Terminated ez} ]
First_Marme First_Tame 5] C 1 Emplove... Employee_Mumber 1 C__
Last_Login  Lask_Login 33 ] Firsk_Marme  First_Marne B C
| ack Klar | ack Blara ic -~ l | ack Mo | ack Blarma ic -~ l
4 I I » 4 I I »
Primary Fields... | Secondary Figlds... |
[ mame | Title IEmEE [mame | Title IEmEE
5 Disabled Disabled ek} C 1 Date_Te... Date_Terminated 28 o}
Z First_Mame First_Mame & (i Emplowve...  Emploves_MNumber 1 (e
4 Laskt_Login  Lask_Login 33 o] Firsk_Marme  First_Marne B C
k] I ack Ko I ack Blara ic -~ l | ack Mo | ack Blarma ic -~ l
4 I I » 4 I I »
™ Presort Primary Table V¥ Presort Secondary Table
¥ | Lacal If.. | IDisabIed="FALSE"
v Use Output Table To.. IExceptions_TelmEmpWithAccess
QK. I Cancel Help
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9. Click to create a table of terminated employees still having network access. The
table should contain 30 records. In a real situation, you should turn over the table’s contents to
the Security Administrator so that access can be disabled immediately for those identified.

File Edit Data Analyze Sampling  Applications

Taols  Server  Window

Help

i) Network_Term_Users.ACL - ACL 9

@Z@@[ﬂ@%l@ﬂfﬁﬂl FEFTE® 4 N0 T

25 EHE B - ?

Project Mavigator [ welcame 8 [TT] Exceptions_TermEmpWithAccess ‘
=-{"] Network_Term_Users.ACL Fiter:
; Active_Directory_llsers1
[TT] A_Employeest 7% o E|
reeptions_T! PWithAccess User 1D First Mame Last Mame Last Login Disabled Date_Terminated
[ Metwark_Tem Lsers 20006 Greg Smith 0312312010 FALSE 0312312010
@ Terminated_Employees 2 en011 George Jacksan 0970672009 FALSE 0970672009
& el Richard Touchet 0970572009 FALSE 0970572009
4 e0l Cindy Winfrey 09711272009 FALSE 0911272009
5 enl Jackson Smith 05/04672009 FALSE 050672009
[ e0d David Davidson 03/05/2008 FALSE 03/05/2008
7 e0028 Brad Mlartin 0372372008 FALSE 0372372008
8 e0030 Milkki Jackson 04/25/2009 FALSE 04/25/2009
3 20043 Melanie Daigle 071752009 FALSE 071712009
a e004 Anna Stern 07/18r2009 FALSE 07/18r2009
1 e004 Dehra Phillips 032372010 FALSE 031972010
2 eno7. Willy Hoag 08r12r2009 FALSE 081272009
3 e0oy. Jim Foster 081672008 FALSE 08/ 62008
14 5484 Beth Rivern 1172172008 FALSE 1172172008
15 85523 Martha Sanders 04/25/2009 FALSE 04/25/2009
16 Bh744 Barhara Laney 08m7r2009 FALSE 080772009
17 e680 Andrew Vester 0272272009 FALSE 0272272009
18 e630 David Ulmer 05/ 672009 FALSE 051672009
19 e718 Joyee Welch 1211972009 FALSE 1211972009
20 B7A3 ke Kinder 08/04/2008 FALSE 08/04/2008
il er7149 Moah Gibson 07/03/2008 FALSE 07/03/2008
22 e8049 Bill Floyd 081 45/2009 FALSE 081 5/2009
23 e8088 John Margan 10/0272009 FALSE 10/0272009
2 e828 Glenda MecConnell 07/18r2009 FALSE 07/18r2009
7 2832 Charles Bensan 04/0372009 ALSE 04/0372009
2 e911 Brian Treadman 10/24/2009 FALSE 10/24/2009
2 BH37l Roy Beckmeyer 11/0772008 FALSE 11/0772008
28 9574 Don Waisner 0872472008 FALSE 0872472008
29 ed5084 Marvin Feathersione 05/29/2009 FALSE 05/29/2009
30 29857 Angela Hainey 0971572009 FALSE 09711572009
=< End of File =»
K1
G ‘ Log | Defaulk_ttiew

[Excceptions_TermEmpHithAcce (30 Records [

10. You now need to create a report of your findings. This report will be output to an HTML file
that can be saved and reused. Select Data — Report on the toolbar.

i) Network_Term_Users.ACL - ACL 9

JF\\e Edit | Data Analyze Samplng  Applications  Tools  Serwsr  Window  Help

Extract Data... 9
| & ® RIGEF RPN I4NATHNN&e 7@ i an ?
A Export To Other Application. ..
Froject Mavige [} welcome ¢ [TT] Exceptions_TermEmpwithAccess ‘
(51 Netwo  Crystal Reports 4 o
Ilker:
Create Index... W * v i‘?l
Relate Tables...
Usger IO First Mame Last Mame Last Login Dizabled Date Terminated
20006 Greg Smith 03232010 FALSE 031232010
2 0011 George Jackson 08/06/2008 FALSE 09/06/2008
Sonlebles o S 3 50012 Richard Tauchet 09/05/2008 FALSE 09/05/2009
Merge Tables. . 4 20014 Cindy Winfray 08/12/2008 FALSE 0971212008
SR 5 20016 Jackson Srnith 05/05/2008 FALSE 050512008
& 20017 Diavid Davidson 03/05/2008 FALSE 03052008
Verify... 7 e0028 Brad Martin 03/23/2008 FALSE 03/23/2008
] 80030 Mikki Jackson 04/25/2008 FALSE 041252008
Search... a 20043 Melanie Daigle 0771712008 FALSE 0711712008
10 20046 Anna Stern 0771872008 FALSE 0771872008
External Data (2 1 20049 Debra Fhillips 0372372010 FALSE 031972010
ETteIT A Bormition » 12 20072 illy Hoag 08/12/2008 FALSE 08/12/2008
13 e0074 dim Foster 06/16/2008 FALSE 08/16/2008
server L 14 85484 Beth Rivero 1172112008 FALSE 1112112008
15 85523 Martha Sanders 047252008 FALSE 04252008

324




Journal of Forensic & Investigative Accounting
Vol. 3, Issue 2, Special Issue, 2011

11. Type Terminated Employees with Network Access as the Header of your report.

x|
Main | Clutput I

Header

Terminated Employees with Metwork, Access 5
=

Footer
=
E

I | |

I~ Presort Single Spaced j

[~ Summarize Setup... | Preview |

[~ Suppress blank detail lines [~ Fit to page

0] I Cancel | Help |

12. Select the | g tab to define output type. Select the ® F®  option. Select HTML Text
File from the drop-down next to “File Type”. Type Exceptions_TermEmpWithAccess in the

text box next to the LG button. Click to save.

x|
Main  Output |
—Tao
" Screen " Print
= Graph {* File
g
File Type | HTML Test File -
Hame... | IEHceptions_TermEmpWith&ccessI
I Local
— Optional
Header... | ITerminated Employees with Metwark Ao
Foater... | I

Ok I Cancel Help
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13. The new HTML file should be located in the ACL_Assignment folder on your desktop. Go
to the folder and open the HTML file just created (do NOT exit out of ACL, minimize ACL

instead). Print the report by selecting File — Print and then .

|7 £ Casel AL Assiymmient et erintig Wit

o~ Safety - Tock- &=

Crmee T | |F
Enin stiher & orle page remiber of a srgie _'JJ,_H_’_LIJ

page tange. For examile, 512

[P ] e | |

14. DELIVERABLE #4: Return to ACL and create a filter for the data in the table that
compares the date of termination with the last login for each employee record to determine if any
employees have logged on after their termination date. Any such employees would be of greater

concern to management than the others. To create a filter, click the filter icon e atthe top of
the table. The Edit view filter screen will appear. In the Expression box, input an expression
that you believe will determine if someone has logged in after their termination date and then

click Ll. To remove the filter and return to the full table, click 1 )

Write a memo no longer than one page addressed to John Doe, Tremeg’s Security
Administration Manager, explaining your concerns about the data in the report that was printed
in step #13, as well as the results based on the filter performed. Concerns raised in the memo are
to be based on potential risks to Tremeg. Turn in your memo and a printout of the full table
using Data — Report with an appropriate header that includes your name.
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V. Exporting the Exception Report to an Excel File

1. This particular series of activities shows you another way of generating a report of your
findings, this time by exporting data into an Excel file. If not already open, open the
Exceptions_TermEmpWithAccess table. In order to convert the table just printed into an Excel
file, select from the toolbar Data — Export to Other Application.

i) Network_Term_Users.ACL - ACL 9

| File Edit | Data Analyze Sampling  Applications  Tools  Server  Window  Help
BB r— EFEPI® 4420 FNELsEHl HOFm?

Export Ta Other Applicatian. .

Project Navige [ wielcame 8 [TT] Exceptions_TermEmpWithAccess ‘
Crystal Reports >
= Dﬁjejt:; e Fiter:
m Al Create Index... §? * v ﬁ I

| m Ext Relate Tables. .. . ~
i . User 1D First Mame Last Mame Last Login Disabled Date Terminated

[ et Report... QR 20006 Greg Smith 03/23/2010 FALSE 03/23/2010

[ Te 2 0011 George Jatkson 08/06/20108 FALSE 08/06/20108

e g 3 0012 Richard Touchet 09/05/2009 FALSE 09/05/2009

Merge Tables... 4 20014 Cindy Wirnirey 00/12/2008 FALSE 00/12/2008

5 20016 Jackson Srmith 05/05/2008 FALSE 05/05/2008

SdReord 5 0017 David Davidson 03/05/2009 FALSE 03/05/2009

e 7 50028 Brad Wartin 3723720108 FALSE 372372008

5 s0030 Hikkd Jatkson 04/75/20108 FALSE 04/75/2008

Searth... 9 0043 Melanie Dalgle 071712008 FALSE 07172008

10 20046 Anna Stern 071182008 FALSE 071182008

External Data k 1 2004 Debra Phillips 03732010 FALSE 0310/2010

External Defirition » 2 2007 Wiilly Hoay 0&/12/2008 FALSE 0&/12/2008

3 2007 Jim Fosler 08/16/2009 FALSE 08/16/2009

S 4 E 548 Beth Rivero 1172172008 FALSE 1172172008

15 55624 Wartha Sanders 4/6/20108 FALSE 4252008

1R RATA4 Rarhars I anaw namnng Fal oF namyanng

2. Click the Export Fields.. | button on the left side of the Export screen. On the
Selected Fields screen, move the following fields, in the given order, to the Selected Fields list:
“User_ID”, “First_Name”, “Last_Name”, “Date_Terminated” and “Last_Login”. This defines
the fields that will be included in the Excel file being created. After getting the resulting screen

below, click — 2% | to return to the Export screen.

Selected Fields x|

Awailable Fields Selected Fields

Mame | Title | Sk, | Cakegor -3 | E'Set[_f'llD -
Date_Te... Date_Terminated 43 o] ngt_Naanr;i
Disabled  Disabled 3 = | Date_Terminated

First_Mame First_Name & s Last_Lagin
ast Login | Last_Logi ENCE Add all | N
Last_Mame  Laskt_Mame 15 C

User_ID User_ID 1 C Clear Al |
Expr... |
| | N Edif... | 1] v |_I

From T able
0k I Cahcel | Help |

I Exzeptions_TemiE mpWithéj
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3. Select “Excel” from the Export As dropdown menu.
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t ain IMore I
% Figlds  View
Export Figlds... | Export As
|Name | Title [St.. [cate; ME*c [
- Access =
4 Date_Te... Date_Terminated 43 D Clinhoard
Disabled  Disabled | . | |
2 Firsk_Mame Firsk_Mame =] C Delimited
5 Last_Login Last_Login 25 o
3 Last_Mame Last_Mame 15 [ L otus 1.0 -
1 User ID User IO 1 C
N [ 0

If.. ||
Ta.. ||

o]

Cancel Help

4. In the box beside the _To. | button, type Exceptions_TermEmpWithAccess1 (no blank

spaces) as the name of the export file.

Export x|
fdain |M0re I
{* Fields " Miew
Export Figlds... | Export Az
[ Mame | Title | st... | catec |Excel =
4 Date_Te... Date_Terminated 43 D Export Options
Disabled Disabled 38 [
2 First_Mame Firsk_Marme ] C
5 Last_Login Last_Login 28 b
3 Last_Mame Last_Mame 15 C
1 User ID User_ID 1 C
N [ i
If.. ||
Ta.. | IE:-:-:epti-:ns_TermEmpWithf-‘«cu:esﬂl
0K I Cancel Help
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5. Click LL The resulting screen shows a Transaction History of the creation of the
exported file.

AL - =lm %]
Fio Edt Dats Ansyre  Savplng  Agplcatons  Tocks  Server  Window  Help
FbLemes o0KNEerEPRO LN FNHELaEHE B 7

< || Comman oL

x « [0 |

i | Ewpoet M

The new Excel file should be located in the ACL_Assignment folder on your desktop. Verify
that the file exported correctly by opening the Excel file created (do NOT exit out of ACL,
minimize ACL instead). Compare its contents to the HTML exception report previously printed
to ensure accuracy.

Some columns of the spreadsheet may not be wide enough to read its contents — adjusting the
column width will allow contents to be fully seen. If the ACL report from deliverable #4 has not
been delivered to the Security Administrator, this report should be sent immediately so action
can be taken as quickly as possible to disable these accounts.

6. DELIVERABLE #5: Insert a proper heading for the report (Terminated User Case
Deliverable #5 — report title — your last name) and print the Excel file created. Return to ACL.
Print the Transaction History shown on screen by selecting Print the report by selecting File -

Print and then . Turn in your output to your instructor.

V1. Write an ACL Script to Automate for Continuous Auditing/Monitoring Use

1. Close all Excel spreadsheets and any ACL tables that might be in BOLD in the Project
Navigator (Note: do not close the Network Term_Users.ACL project title). To close an
emboldened (open) file, right click on the title and then click on Close Table. This may also be
accomplished by making the file active (click on the file name) screen and select File — Close.
Also close the Results screen on the right side to return to the Welcome to ACL screen by

clicking on the I putton at the top right of the Results screen.
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2. Select from the toolbar File - New — Script.

& Network_Term_users.ACL - ACL S i8]

['Fle Edt Data Anslzm  Samping Applicatins Tooks  Server Window Help
BEFERATFAY 4 oA TNELaEl B 7

sz [ welcome f"l 4k x
Delete Folder... D
Rename .
Project. ..
Froperties, ., =

Open

Open Project...  ChrbO a a ‘
Save Project Ctrl+S
Save Project As...

Close Praject

Save ACL Projects ACL Weblinks

G Create a new project ACL Homepage

Open an existing project Online Learning
Page Setup... Seftware/Manual Downloads
Prinit... Chrl P Recent Projects
itk stz Network_Term_Users

Prink Project Contents. ..
Recent Projects r

Exit Al+F4

3. A blank window will open on the right side of the screen, which will be used to write the
script for automating the creation of the exception report from the two applicable tables and can
be used as a continuous auditing/monitoring tool. Once created and saved, the script may be
executed on a repetitive and recurring basis, such as monthly or weekly.

li5 Network_Term_Users.ACL - ACL9 18l

JF\Ie Edit Data Analyze Sampling Applications  Tools  Server  Window  Help

J@@@m%&\@mm FREAREP L4202 EHB B m ?

Praject Mavigator [ welcome % lNew _Script | 4 b x
=[] Network_Term_Users.ACL = =
mj Active_Direckory_sersl . B . ‘ E %

- {T] &l_Employesst

mj Exceptions_TermEmpiwithAccess
{5 Notwork_Term_Users

E} New_Script
mj Terminated_Employees
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4. Two tabs _Overvisw [andJ Log |

o | tab. This will display command lines that were run during past sessions of this particular

ACL project. Clicking on the ™1 symbol beside a given line provides more detail of the
commands previously run. The content of your Project Navigator window may look slightly
different than the one below, but if you have been successful with completing the assignment to
this point, all important command lines for this portion of the assignment are in the detail.

, are located at the bottom left of the entire screen. Select the

=18l %

Data  Andbyrw  Saghng  Applalions Took  Sarver  Waukw  Hilp

2B6MeH 6MACy BIHOL LA TN Nes Sl B M7

Froject Navigstor < | [ weieome = T Mew_Seript 4| 10 %
1 DR oo MFExEEOB s

1/ 15 30 Days Ao

O & 14 0ays A

= (1 Last 7 s

-0 16:38:41 on D1 02010

B Dl 18:54:22 on D1/20/2010
e DI 19:18:02 o 01/20/2010
BT 100 on 01212010

£ DI 1o en 0121010

165 00 5enge._Except_TermEnpithacd
6 commenT
L6 5ET 5arcTy ofr
L1638 MPORT DK SCURCE Ferel Flles™
I3 MPORT DK SCURCE Ferel Fles™
- L6 OPEN Al_Empinyess
D2 EXTRACT RECORD) [F DATE] Dol
[ GPEN Temminated Enrpharees”
1=~ (163 CPEN Aukive_Dichory_Users
Dl TPEM Tewminated_Esphoymes 5§
Dl 201 PrLY User_ID FILLDS st
- CI5 0N "Lxcspbons_Temitngwiehie]
DI DFoRT FIELDS User 0 Frst N
LIk SET SAFETT ON
I3 PAUSE “The seript s complete.
L4 cies
6B cuose secomnany

i metwork _Term_Users.ALL - ALL 3

Fle E8 Dus A Seck  Ackmies Took  Server | Windom Meb

(aHeEeS ome - 5 oS EE 0. w7

T e
= Projet Hstor = 7
o owe ot mFExEOE| e
D1 15 - 30 Days A
O 8- 14 0avs A0
= D15 Last 7 Days
= D) 1603840 on 012002010
= D1 18:54:22 on 01 2002010
= 1) 19:18:02 on 1 2002000
= O 11:02:45 on 0120 f2000
=04
O 00 Serige_Eeenpt_TermEmpWithaed
O3 coment
U cev eneery
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6. The resulting screen displays a blank text box at the top of the Command Line window on the
right side of the screen.

) Retwark_Term_lbsers.ACL - ALL 9 .
| Fin Bl Dats Ay el Appkctios ook Serve Wik Help 12
= 5 —— — v = = = =
4B86MBR3 $MLETPEO L LA TN B0 7
et M < | [ CommandLine .
= O Promect restory
O over woeys
O 15- woeys a0 x + B |
D 9- 1400rs 80
B[ Last 7 Days
-] 1638241 on 1 2002000 — - =
B 1) 18054222 on i 202000 B wekome 3 [l Hew_Script2 =| . -
M-I 19:18:02 on 01 f2002000 BE=LGE b
- DI 11:0049 oM 212000 =

i Dl d 143008 oo 1 (212000
DI 00 Skt _Excent_Termgihic
Dl COMMENT 1
IS4 SET SAFETY OFF

7. Click on the command line in the log that states the following: OPEN All_Employeesl1. This
line will display in the Command Line text box. Immediately below the command line,
New_Script should be bolded, indicating that the script is open for editing. If New_Script is not
open on your screen, click on New_Script.

=le|x]

| e Ek Data Anehvee Sompkg  Appkotons Took Sever Window el

|2a4EeR M| o EPONP L No0FYDELeEHE BOEaa7

Camatrarud L *

-1 Peooct History
O crome 30 Dy
18] 15 - 30 Days e X + [H] [OPEH A Ereloees]
D1 8- 14 Days e

&0 3;‘

= DI 16:38:41 on 012072000 =D e
= 1) E— (I = .
16 OPEN Taminsted_Lnployses’ bmE=Eio _t =

Dl ortn sl Erveboyesst

[ L1 OPEN Active Drectory Users]
[ 1 OPEN "Tuceptions _TermEmpwitt

8. Highlight the text in the Command Line and right click to copy.

m_|
Dzta  Andyze  Samplng  Applcations  Tooks  Server  Window  Help

GBREOBR SMAEFATEO L LA FNHesEHHHO .7
O pomi e 5
DI Cver 30 Days

ngi,_m,ﬂw % « M ﬁ"'—- i

DI - 14 Days Ao
20 :a)ﬁl.'um Ll r
B O 16:30041 on 01fa0t010 i = | Coov | 5%
T L163 P AL Ryt [ welcome 22 T Hew_5 o
LI oren Temnated Enpbvees” (0 T 3= 35 £ oehte -
Find

LI cPen 4l Empleryenss]

€3 OPEN Terminated Emplmynes -

L€ cFen 4l Empleryeess] Sebect A
- O OPEN Terminated Ernglreess Insat ®
bt CI453 OPEM Ak Dinmctory_Umred
i~ DI CPEN "Exceplivns_TernEng/wit

- Tl CPEN Al Ermplurywess1
- Ol OFEN Al Emgluyess] =
5] ﬂ-ﬁ)y\::ﬂ:zzwulfdﬂmu
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9. Paste the command line copied on the first line of the New_Script window.

_rummmmmmmrmwmmb

(6646Me3% MYV IEEROLEIO FTHHL0H B 7

< | Commard Lre ®
Dgﬂf ot History =
OF ovee 3000

O 15- 20 0aysage X [ [0PEHAI Espipeest
O &- 140ays800

= 01 vast 7 Days
L) 16:30041 on 0172072000 ™ -
2 I oP - Wik | Mew_Scriptz | TS

DI oPEN “Terminasted Erplopses” m;itﬂ. I_’_ |\
g OPEN Al Ervploysest [OFER ALE mekegestl]

OPEN Termanated_Empkiyees
DI CPEN Al Erplorrees]
- Ol OPEN Terminated_Employess
- DI OPEN Activm Dirmctory Linarel
#- DI OPEN “Exenptions_TemeEmgiwtr
- G OPEN A0 Employrmes]
- D163 OPEN &1 Employmes] -]

10. Repeat steps 8 and 9 (copy and paste) for the 5 additional command lines that are shown
below and can be found in the Project Navigator window:

e EXTRACT RECORD IF DATE( Date_Terminated ) <>"" TO
"Terminated_Employees” OPEN

e OPEN Active_Directory_Usersl

e OPEN Terminated_Employees SECONDARY

e JOIN PKEY User_ID FIELDS User_ID First_Name Last_Name Last_Login Disabled
SKEY Employee_Number WITH Date_Terminated IF Disabled = "FALSE" TO
"Exceptions_TermEmpWithAccess" OPEN PRESORT SECSORT

e EXPORT FIELDS User_ID First_ Name Last Name Date_Terminated Last_Login
EXCEL TO "Exceptions_TermEmpWithAccess1"

e =l81x
Fe £ Anghyze  Soln)  Appkiations  Took  Server  Window e
™ 7 r_ By = PO AR w (=T=] = 1 ™ 1 5 Em
deAEUBRA SN BIRS LN 20 FTHNE2EH B.808 7
Commard Line. =
B Dl CPEN Al Emgloyees]
163 <PEN Terminated_Emplovees”™
%[5 CPEM ictiv,Disctary_Liers] % + (Ml [EFORT FIELDS User_ID Frs_Memme Last_Nare Daln_Tewmmiaied Laul_Lign EXLEL 10 "Encepbors_| sk mpwihAcoess]-
% D16 OPEN Erreptions_TermEmpih
- 16 OPEN Al Emgloyess]
(162 0 Serige_Furept_TermEmpWith T | Script_Encept_TermEmpWithAceess 5| T
OE8 coment =
I3 ET sapeTY OFF . ;k:ﬂm P m
CIE IMPORT BESK SOURCE "Exeeel Fil — —
DI MPORT DESK SOURCE Fecnl Fle [|[PFEN ALL_Employeesl
P08 v aLe 9 EXTRACT RECORD IF DATE{ Date_Terminated ) <> " " T0O "Terminated_Employeea” OPEN
(I3 CFEN “Torminated_Employnes™ g:g;‘_
% 1G4 CPEN ctvn Diectory Lserst 3o PREY B FIE - irst_Name Last_Mmme Last_Login Disabled SKEY Employes Musber WITH Date_Terminated IF Dis:

% 0G4 ceen Excoptions Teemengitt ;oo oo Fipips Teer
D€ CL08E SECOMDARY
= O 14:20:03 en 020 f2000
6D 00 Seript_Fecept_TermEmpWih
D8 comvenT
6 <ET SaFETY OFF
D€ IMPORT BESK SOURCE "Exeeel Fil
6 IMPORT DESK SOURCE Exeeel Fil
- D16 OPEN Al Employess]
D1 EXTRACT RECCRD TF DATE(
I3 PEN Tarminated_Fmployses™
= D16 OPEM Acttvn_Directory_Lisers]
I CFEM Terminaknd_Emgieryes:
I8 30 PREY Lisse_ID FIELDS |
= DI OPEN Exrephions_TermEmpwer
SIS 7T FIELDS User 0 Frd

I First_Mame Last_Name Date Terminated Last Login EXCEL TG “Ex ce)\. ons_TermEmpVithicceasi™

11. Click the = button displayed at the far right of the Command Line in the New Script window
to close the new script you are creating.

D Welcome Mew_Script ;"'W| 4 F X
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12. You will be asked whether you want to save changes to your script. Click [ 1

x

:{) Do you wank to save the changes you made ko New_Scripk?

Yes Mo | Cancel |

13. Click the M[ tab at the bottom left of the screen, right click on New_Script in the
Project Navigator window and select Run. You are prompted as to whether you want to
overwrite a file that you had created when previously executing the Join. This is the first of five

such screens asking whether you want to overwrite a file. Select each time. After
answering to all the pop-up questions, the resulting screen should appear as follows.

i) Network_Term_Users.ACL - ACL 9

JFlIe Edt Data Analyze Sampling  Applications  Tools  Server  ‘Window  Help

J@Z&@[ﬂ%@d@mﬁ\gmﬁﬂﬂ]@léli 208

FTELSER O m?

Project Navigator [ wieleome - T[] Exceptions_TermEmpWithAccess |
=] Network_Term_Users.ACL =

mj Active_Directory_Usersl 2

[T Al_Employeest % o |

m Enceptions.TermEmp\/ithAccess User ID__[First Name Last Mame Last Login Disahled Dale_Terminated |

2 Metwork_Term_Users 20006 Grag Sthith 0372372010 FALSE 02232010

i Mew_Sicript 2 enott George Jackson 09/06/2008 FALSE 09/06/2003

. Terminated_Employees 3 e0012 Richard Touchet 09/05/2009 FALSE 0940572009
4 en0t14 Cindy Winfrey 0971272008 FALSE 0901272008
5 e0016 Jackson Smith 05/05/2009 FALSE 05/05/2009
B ennty David Davidson 03/05/2008 FALEE 020572008
7 e0023 Brad Martin 0372372008 FALSE 0372372008
8 e0030 Mikki Jackson 0472572008 FALSE 042572008
] e0043 Melanie Daigle 0771772008 FALSE 07/17/2008
10 e0046 Anna Stern 07716872008 FALSE 070168/2009
11 20043 Debra Phillips 0372372010 FALSE 031872010
i en072 Wil Hoag 08/12/2008 FALSE 0801272008
& e0074 Jim Foster 08/16/2003 FALEE 08162003
14 e3484 Beth Rivero 1172172008 FALSE 1142172008
i 85523 Martha Sanders 0472572003 FALEE 04125/2003
18 e5744 Barbara Laney 08/07/2009 FALSE 08/07/2009
17 6896 Andrew WVester 0872272003 FALEE 0272272003
18 eB995 David Ulmer 05/15/2009 FALSE 0511 5/2009
19 e7186 Joyee Wielch 1201972008 FALSE 1201972008
20 e7B31 Mike Kinder 08/04/2009 FALSE 08/04/2008
21 el71y Moah Gibson 0770372008 FALSE 07403272008
22 e8049 Bill Floyd 0871572009 FALSE 081572009
2 e8083 John Margan 10/0272008 FALSE 10/02/2008
24 e8285 Glenda MeCannell 07/18/2009 FALSE 07/18/2009
s 892y Charles Benson 040372008 FALEE 0403272008
26 ed9119 Brian Treadman 1072472008 FALSE 1002472009
27 9326 Roy Beckmeyer 1170772008 FALEE 1140772008
28 9574 Don Waisner 0872472008 FALSE 0872472008
29 9584 Marvin Feathersione 0572972008 FALEE 0572072003
30 89357 Angela Hainay 0%/15/2008 FALSE 091572008

== End ofFile ==

14. Verify that the output file exported correctly by going to your ACL_Assignment folder and
opening the Exceptions_TermEmpWithAccessl Excel file. Compare its contents to the
exception report and Excel file previously printed in this assignment.

15. A more appropriate name should be given to New_Script in the Project Navigator window.
Right click on New_Script, select Rename and rename it Script_Except_ TermEmpWithAccess.
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Additional Command Lines for Further Efficiency of the Script

The script can be edited further to improve its efficiency. Close all Excel spreadsheets and ACL

tables that are open. Double click on the T icon to the left of your script in the Project Navigator
window to reopen it. The script can be edited in the editing window to the right.

16. To prevent the display of popup screens requesting whether the user would like to overwrite
files previously created, type the first line below at the very beginning of the script and the
second line below at the very end of the script.

e SET SAFETY OFF
e SET SAFETY ON

These lines may be useful if the script is to be run by another individual and you do not want that
individual confused by the popup screens.

17. To further automate your work for repetitious or continuous use, enter the following two
generic lines as the second and third lines within your script. These will automatically import
the All_Employees and Active_Directory_Users Excel files before executing the extraction, join
and export processes.

IMPORT DISK SOURCE "Excel Files" TABLE "Sheet1$" QUALIFIER "C:\Documents and
Settings\Desktop\ACL _Assignment\All_Employees.xlIs" TO "C:\Documents and
Settings\Desktop\ACL_Assignment\All_Employeesl.FIL" WIDTH 50 MAXIMUM 100
FIELDS "Employee Number","First Name","Last Name","Date Terminated"

IMPORT DISK SOURCE "Excel Files" TABLE "Sheetl$" QUALIFIER "C:\Documents and
Settings\Desktop\ACL _Assignment\Active_Directory_Users.xls" TO "C:\Documents and
Settings\Desktop\ACL._Assignment\Active_Directory Users1.FIL" WIDTH 50 MAXIMUM
100 FIELDS "User ID","First Name","Last Name","Disabled"”,"Last Login"

Please note emphasis on the word “generic” in the instructions preceding the two import

commands. You will have to modify the bolded portions in the commands, based on substituting
the exact location of these files for completing the assignment.
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To ensure that you have the proper address in each instance noted in the generic script, open up

the ACL_Assignment folder on your desktop (see example below).

The address shown in the

address line on your computer should be used in place of the bolded text in the generic script.

=]
File Edit “iew Favarites Tools Help o
]
O Back - > B tr -~ Search Falders m-
Addressl i Documents and SettingsiDeskboplACL fssignment j EGD
| MName ~ | Sizal Type | Date Modified |
File and Folder Tasks S @nctlve_Dlrectory_Users 29KEB Microsoft Exce...  8/21f2007 3:37 PM
9 Make fold nctive_Directnry_Llsersl il B KE FIL File &/24f2007 11:24 AM
@ Make 2 e ol ERall_Employees 29K Microsoft Exce..,  8/21/2007 3:36 PM
= ] :\ﬂs’“ this folder o the [ &l _Employeest Fi 7KE FILFie 8/22{2007 4:52 PM
= . 4 Exceptions_TermEmpiithaccess 14 KB HTML Document  §/24/2007 3:51 PM
ket Share this Falder &
Excapt|Dns-TermEmpW|thAccess‘FIL 2KB FIL File 8/25/2007 3:08 PM
E]metwork_Term_Lsers SKB ACLProject 8/24/2007 5:12 PM
Other Places % [£] Metwark_Term_Users S5KE  Text Document &/25/2007 3:45 PM
NetworkﬁTermesers.AC 41 KB ACFile G/25/2007 3:45 PM
(G} Desktop @Network_Term_Users.LIX 1KE LIXFile §/25/2007 3:45 PM
[} My Documents Iﬂ__ﬂTeriminated_User_Casa_Instructions 3,274 KB Microsoft Wor,,,  §/25/2007 3:45 PM
[ Shared Documents Termlnated_Emponees.FIL 3KB FIL File 8/25/2007 3:45 PM
_J My Computer @_]Excaptiuns_TermEmDWithAccess1 13KE Microsoft Exce... &J25/2007 3:45 FM
Excaptions7TermEmDWithAccess.FIL 2 KB FIL File G/25/2007 3:45 PM
\JJ My Network Places
Bl

Consideration of Change Control

18. The development of ACL scripts should adhere to change control procedures. Key
information about the script should be entered into the script to ensure all changes are properly

documented. The command “COMMENT” helps facilitate this.

Entering “COMMENT” in front of a line of information line causes ACL to ignore that line
when running the script. Entering “COMMENT?”, pressing return and then entering one or more
lines of information until there is either a blank line or the command “END” will cause ACL to
ignore all information lines. The following is an example of how multiple lines of information,
placed at the beginning of a script, can be added and ignored by ACL.:

COMMENT

AR A A I I I IR A A AR A A A A A A A AR A I A A A A A AR AAAAAAAAAAAAAAAAAAAAAR K
Name of Script: Script_Except_TermEmpWithAccess

Script Creator: Your Name

Date Script Created: Current Date

Change Control Log (Date, Change Made, User altering the script)

Fhhhhhkhkkkkhkhkhrrhhhkhkhkkhhkhrrrhhkhhkhhhhirrhirihhhhhiirhiiixixdx

END
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Pop-Up Conclusion Message

19. Enter the following generic phrase as the last line of the script so that the message in quotes
pops-up to alert the user that the running of the script is complete, as well as the location of the

exported results:

PAUSE "The script is complete. See C:\Documents and Settings\Desktop\ACL_Assignment
for the exception report.”

Here is an example of the pop-up message noting that the script has been run and the location of
the exported exception report.

x

\lj) The scripk is complete, See C\Documents and Settings!DeskboptACL_Assignment for the exception report,

The following screen shot shows inclusion of all the edits suggested for improving your script.

;mmm s-uiumm-.ruxmmmm
GREMSHGMEIC Y RIHES L LOOTNN&sEHHBEOL w7

ﬁw!l‘lmm < || Command Line

[ Network_Term_Usersacl
ITT] acthve_Pirectory_Lierst
1T aa_Employnest x v [ [
1T Exceptions_TermEmpwithacoess

o Matrrork_Term_Users
1y Seript_Ecept_TermEnpWilhfccess 3 Welbone = Tl ScrigtLE Cremmtm s =

{1 Termingted_Emioyses o ?’ r OE| B

ConmENT

t_TermEmpWithiccess

cip ry 20, 2010
t_r nire Lom: ol Log (Ul.-’ 1.-’1u Addition of safety on and off features, John Doe)

Enn
SET SAFETY OFF
IMPORT DISK SOUECE "Excel Files® TADLE "Sheetl$”™ QUALIFIER “C:i\ and Gete \ ACL_A ALL
INPORT DISK SOURCE "Excel Filea® TABLE "Sheecl{™ QUALIFIER \Documenta and SeccingahDeaknoph ACL_kaaigamench Aocive_Direcers
(OPEN All Employe

EXTRACT RECORD 1r n.u'n D

Termimared | «x " ® ted_Employess™ OPEN

#t_Hame Last_Name Last_login Disabled SREY Ergloyes Murber UWITH Date_Tecminsted TF Dis:
winated Last_Login EXCEL TO "Exceptions TernEmpiithlccessl”

EXPORT FIELDS User_LD First Nawe Last_Name Date
SET SAFETY oM
PAUSE "The script is complete. See E:\ACL CaselACL Assignwent for the exception repore.”

Crverviews | Log 4 |

After making these edits, close the script and re-run to make sure that your script runs properly.

19. DELIVERABLE #6: Reopen your script after successfully re-running it for the edits made.

Print out your script by selecting File — Print and then . Turn in your output to your
instructor.
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20. DELIVERABLE #7: Part IV of this assignment requires the identification of terminated
users who continue to have login access, as well as a memo to Tremeg’s Security Administration
Manager that identifies terminated users who have logged in after being terminated.

Assume that after providing your memo (see deliverable #4), you are requested to analyze
account activity of the terminated users identified, for the month before termination and all
subsequent time after the date of termination. The requested analysis is to include, but not be
limited to, such activities as: playing computer games; personal use of the Internet (especially the
viewing of inappropriate websites; online shopping; social networking; downloading of videos
and music, etc.); and downloading critical and sensitive company data.

Write a memo no longer than one page addressed to John Doe, Tremeg’s Security
Administration Manager, which discusses the ethics of performing such an analysis. Your memo
should include discussion of what types of user activity analyses by a business organization are
likely appropriate (ethical), what types are likely inappropriate (unethical) and reasoning why.

21. BACK-UP OF ASSIGNMENT: Along with the seven deliverables of this assignment, turn
in a backup of your ACL_Assignment folder to your instructor. This can be done on a flash
drive.

CONGRATULATIONS! You have successfully finished the introductory ACL assignment for
performing continuous auditing/monitoring.
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Appendix B

Further Use of ACL Scripts to Teach Continuous Auditing/Monitoring:

Dormant Account Case

Consistent with the first assignment, students assume the role of an IT auditor/accountant
employed by Tremeg Corporation (TC). This second assignment has five objectives:

6. Help better understand further the concept and application of continuous
auditing/continuous monitoring

7. Help learn further how to perform basic ACL activities of:

e.

f.

g.
h.

Importing data
Extracting data
Creating tables

Exporting data

8. Help learn further how to automate basic ACL activities through the creation of a script

9. Gain greater confidence in the future application of developing computer automation
procedures for performing continuous auditing/continuous monitoring after completing
the second part of the case

10. Help better recognize potential audit independence and impairment issues with sharing
automated scripts within an organization

Like the first assignment, automation allows the ability to audit/monitor continuously or
repetitively on a regular basis (such as monthly or weekly) with little marginal cost incurred and
possibly share the script with others in Tremeg.

This case involves performing five primary activities:

1) Using the Import command to create a table containing all data from an Excel file of
active directory users at Tremeg. This file has been obtained from Tremeg’s security
administration function. The file includes fields for:

User ID
First Name
Last Name
Disabled
Last Login
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2) Using the Extract command to create a table of certain data based on data from the first
table, listing only those active directory users that have not logged-on to the network in
the last 90 days. Some employees listed in the table may no longer be employed by
Tremeg, thereby requiring their access be disabled immediately. Others may be active
employees but management may decide it is better to not give them access since the
employees rarely use their account.

3) Using the Export command to create a back-up Excel file populated by data from the
table created in the second activity.

4) Using the Script command to automate the three prior activities. The script can be run on
a repetitive basis as desired.

5) IT auditors, accountants and managers have a professional oath of loyalty to their
employers and the goal of providing management with the information that will best help
achieve the long-run goals and mission of the organization. This oath could indicate to
some that the sharing of scripts between internal auditors, accountants, and managers is
appropriate for ensuring continuous auditing and continuous monitoring are performed
properly. However, potential problems exist when continuous auditing/continuous
monitoring scripts are shared within an organization. Consider the following questions:

e If an internal auditor creates a successful continuous auditing script, should it be
shared with other departments or operating divisions?

e After a management accountant develops a successful continuous monitoring script,
does a problem exist if it is shared with other departments or operating divisions?

Write a memo no longer than one page, assuming the role of an IT auditor with TC,
which is addressed to the Audit Committee of TC expressing your concerns about the
sharing of scripts within an organization.

You have been provided the Excel file referred to in #1. On the desktop of the computer on
which you will complete this assignment (ACL Version 9 should be installed on that computer),
create a folder and name it ACL_Assignment_2. Place the file in that folder.

The step-by-step instructions, associated resulting screen captures, and details for the first three

deliverable requests on the following pages provide a guide for completing the technical aspects
of this case.
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I. Importing the Active_Directory_Users Excel File into ACL

1. Double Click on the ACL Version 9 icon on your desktop to open the application.

Fis Edt Dotn  Aeslyon  Sompieg  Apgliotions  Tooh  Server  Window  Help

e oM EFrRPEO® L5090 FTHNE2asEH MYk ?
Progcd Navapalon < m
153 (Mo Open Project )

weeome s ACL

2. Create a New Project by selecting from the toolbar File —» New — Project from the toolbar.

Fle Edt Dotn  Acsyon  Samging  Apglcations  Took  Server  Window  Help

|‘f377@£%@ﬂ¥ﬁ§ﬁﬁﬁﬂﬁ@ﬁd?

Openfromd... (ko - Welcome to ‘ L
| ! .
n :
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3. Locate the ACL_Assignment_2 folder on your desktop. Name your new project

DormantUserAccounts with the default file type of ACL and click =2
ECD BEIE
)]
Savein: [ 3 AL Arsgranan 2 -] =B e S THHE2a0l BO.Am 7

File name: |Disemnartl) sechccoures - [ |

Sevestipe [P Fiss AL - Cancel

]

e 14 fe [nfi®

4. Upon saving your new project, the Data Definition Wizard automatically appears on screen.
The wizard helps define the format of data that you will import into ACL for analysis. Click

£l
Welcome to the Data Definition Wizard

The ‘Wizard will define vour data so you can analyze it. 4t each step. when the screen appears.
you will see the Wizard's advice as indicated by a radio button or other contral. You can
avermde any of the ‘Wizard's recommendations. If you need to go back several screens, the
“wizard will remember your choices when pou go forward again, unlksss you make a change.

The nest page will show the steps required to define a file.

I Do nat show this welcome scieen again

| Mext > | Cancel Help
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5. The wizard screen asks you to specify the source of data. Because the data in this assignment
is in a file on the desktop, the default option of Disk is the proper choice. Click .

Data Definition Wizard - Select Data Source H

Specify how to get your data file

* Digk: “tour file is on a disk (hard drive, floppy ar netwark server).
" ODBC: Select ODBC to import data from ODBC compliant databases such as Oracle ar

MS Access. to name but bwo. This will take pou to the ACL ODBC ‘wWizard

W |dentify Properties " External “Your file is either an 45/400 FDF, PLA, or a COBOL file definition
. Definition:

B Edit Field Pro

B Finish

< Back I Mext » I Cancel Help

6. The wizard requests that you select a file to define. Go to the ACL_Assignment_2 folder on
your desktop, select the file entitled Active_Directory _Usersl and then click [ oe=n .

&) DormaniliserAccounts.ACL - ACL 9

Saloct File 1o Dafine 7% \@
ook [ AL puspermnt 2 5 FrmoeE AFNEsaE0 B0 7
gmm_mm_cm_mnm !I

7] Doemantuserdecourts
T Dormantuiser tocourts 4G

= DormantUseragoounts LD H
I - Welcome to ' L
*

o fie it on & ditk. (hatd diive, floppy of netwod: serverl

Fie ve_Directony_Users? - Opwn Select ODBC to import data from ODBC complant datsbases such as Oiacke o0
nams: [actve._Dicton. Users I T | VIS Aiccess, o o but twa. This wil ok you 9 the AL ODBC Wiead
Fies of typec |Data s 177 = Cancel

| | w e T Yous e it athat an AS MO0 FOF. PLA, o & COBOL fle defirtion.
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7. The wizard requests that you choose the type of character set of the data, with a default of

H Mext »
AsCll. Click L=t |

The ‘wizard has deteimined the character set of pour data,

" IBM mainframe ar minicomputer [EBCDIC)
' PCs and all other types of computers [ASCI)

Firish

< Back I Mext > I Cancel Help

8. The wizard has identified the file format of the file you chose as Excel and requests that you

confirm this. Click )

The ‘wizard has analpzed the file you selected and classified it as one of the file formats listed belaw.

Select Data

" dBASE compatible file
" Delimited text file

7 SAP private file format
" AccPac master file

" Piint Image [Report] File
* Excelfile

7 Access database

7 L file

" XBRL 2.1 file

Edit Field Properties " Other file farmat

Firiigh

< Back I Next > I Cancel Help
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9. The wizard has identified that the file has three worksheets labeled Sheetl, Sheet2 and Sheet3,
with a default of selecting Sheetl. All of the data in the file is located in Sheetl. The wizard has

also defaulted to a field length of 50 maximum characters. Click .

Data Definition Wizard - Data Source u

Select the Excel Worksheet or Mamed Range

Cheat2
Sheet3

Edit Field
50 Mawimum Character Field Length

Finish

< Back I Mext > I Cancel Help

10. Name the new data file as Active_Directory _Users with the default data file type of .FIL and

click .

& DormaniUserAccounts. ACL - ACL §

Swaine [ ACL Assrmen 2 GRS 1= SO0 FTHNEsxEH BO.06E7?

Welcome to AC L

Select the Excel Wodisheet of Named Flange

- Sheed
My Nt ILEBE chovn_Damchony Uemis - Save Sheesd
£ Jec . E | I
Sovmartpe  |Data Fies L] =l Cancel
f Il rrTErT—
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11. The screen wizard shows the results of defining data from the file imported. After verifying

. . Finizh
that the data are those needed and in the correct format, click .

Data Definition Wizard - Final x|

Yalue I Definition
Table Data Source File Active_Directory_sers.xls
-t Platform Character Set ASCIL

Record Length 42

Skip Length i}

Murmber of Fields 5

Field Mame Data Twpe
User_ID ASCIT
First_Mamne ASCIT
Last_Marne ASCIT
Disabled A5CIT
Last_Login DATE

Identify Properties

Define Figld

Edit Field Properties

Finish

< Back I Firish I Cancel

Help

12. The wizard has created a table with the data from the Active Directory Users Excel file and
suggests renaming it from Untitled to Active_Directory_Users. Click [ |

Table 'Untitled’ changed, save as: |

Lo |

Active Directary [zers Dizcard |
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13. The resulting screen shows the new table created, populated with all the network accounts of
TC. There should be 130 records in this table.

i) DormantUserkccounts. ACL - ACL 9

Fie Edt Dota Anohoe Sovplg  Agplobiors  Tooks  Server  Widow  Hep

Ferames 6 GFEFEO 4500 FHNLSEE HO.%6H 7

Fuogect Marvigales < | [ weroe = [T Active_birectory_users | b x
= DarmantiiserAceounts ArL . —_
T8 Active_Directory_lisers
¥ Coemartlsee Aecourts W AR x| et ¥
User 10 First Name | Las) Name Dissabled [ Last Lo
h o000 i Jaseph FALEE [0l =
2 &0002 Chad Jones FALSE 012172010 3
El 20003 Al Dean FALSE Q272010
4 00008 Doan JahAsan FALSE mrAEng
3 €0005 Eddie Parker FALSE 012172010
L] 20006 Greg Smn FALSE Q272010
T o007 Tracy Cross FALSE mrAEng
¢0008 Sugan Dun FALEE 012172010
9 20008 Christing Coppula FALSE Q272010
10 00010 Loo Gearge FALSE mrAEng
1 0011 Geoge Jackgon FALEE 101072009
12 80012 Richard Touchet FALSE 10009
13 o013 Dan Jshasan FALSE T 08
14 0014 Cindy Wirifrey FALEE 10/ 872009
15 0015 Watihew Reberts FALEE 101 972009
16 Al Jacksan Smm FALSE [T
17 «001 T David Davdgon FALEE 0072872009
10 0010 Jenmy Cooper FALSE Q272010
19 aning Cacper Babhin FALSE g
20 ¢0020 Puder Caperder FALEE 012172010
il e0021 Roy Sthexnayder FALSE 072010
a1 PIive] Cyntrua Scartan FALSE ANy
23 0023 Cayle Walson FALEE 012172010
24 0024 Thomas France FALSE QU2H010
5 A0S Faul Larar FALSE oG
28 0028 Alligon Mile FALEE Q12172010
27 e002? Michael Gara FALSE 1W07/H009
i3 00078 Hraa Martin FALSE VTEATI0E
29 0029 Crariny Flannery FALEE 0272009
20 20030 Hiksd Jatkson FALSE Q12009
3 00031 Vanossa ot FALSE N ATI0H
2 e0032 Armanda Gl FALSE 012172010
a 80033 Ly Fragier FALSE 02172010
34 o038 Clair Fauscen FALSE oG
3 e0035 Kate Kennedy FALSE 012172010
36 e00¥6 Ethel Samamerman FALSE QU010
ar e Fabirt Oitauni; FALSE g
3 &0030 Susie Sarwnis FALSE 012172010
38 20040 Todd Favole FALSE QU010
4 0141 Him Arcemil FALSE g
41 80042 Bengee Godso FALSE 2010
4 e0043 Melanie Daigle FALSE OWIVI00P
43 il Jdirnities Hicoi FALSE D&z
44 80045 Slssy Leblanc FALSE QAN 009
45 €004 Anna wemn FALSE 101 D008
b vl S MeCormick FALSE g
47 80048 Cralg Evang FALSE 2010
48 eDU4y Lebra Fhillips. FALSE [fratruili]
49 0050 Tina Mesging FALEE 0172172010
50 e0051 Jog Humphrey FALSE U210 ﬂ
4] | (]
Overview [ Cosfonit_view | 4t

Aactive_Directory_Users 130 Records

14. DELIVERABLE #1: Print the table by selecting Data — Report from the toolbar. In the
Header type Dormant Account Case Deliverable # 1 — your last name and ensure that “file” is

selected on the Output tab. Click and then __m= | to print the report. Turn in

your output to your instructor.
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I1. Extracting Data from the Active_Directory_Users Table

1. Select Data — Extract Data from the toolbar.

i DormantlserAccounts.ACL - ACL 9

Fle  Edl | Datn  Andyre  Saphng  Agplietons  Tock  Server  Winduw  Hel

o NN g v ITE0 4A%90 THHELAE0 B2 7

[T ——
Punject Havige 1 . [TT] Atkive_Directory_Users |
B9 o Crystal Reprls ’
Dm":"l Fites Iratec
[ Croneindex.. - % | =] [Mone] =
Toe (Uger 10 [First N Last N I
| r ame Bme ] n
Repee.. crieh plian00i il Jozeph FALSE (011212010 =
. 20002 Chad Jores FALSE 01212010
i Tl kT 20003 Al Dean FALSE [Tl
Merge Tables. . o0ng |Dian Jahnson EALEE |mnn
. o000E | Edidie Ptk FALSE [ntiztiznin
Sort Reteds.. @006 Greg Smith FALSE [01i72010
20007 Tracy Crogs FALSE 01212010
Yoy, 20U0E Susan Uun FALSE U100
Semrch... o000 | Chiisting Cappuli FALSE |ntiztiznin
wO0il |Lea Guoie FALSE [ntiztiznin
Fsternal Dt v 20011 | oeorge Jackson FALSE 1011012008
20012 Richard Touchet FALIE 101082008
L3
Laternal bafriien a013  |Don Jahnson FALSE 012008
Server ’ o00td | Cindy Winfriry FALSE | 11 Arz008
e w0015 | Mathew Rubers FALSE [Toriorz008

2. The resulting screen allows you to begin creating a new table populated by extracted data of
interest — active directory users with dormant accounts — from the Active_Directory_Users table.

Click " |
st |

Main |Mole |
{* Record " Fields
Ewtract Fields... | | Mame | Title | = | Cake

Disabled Disabled it C
Firsk_Marme Firsk_MName & C
Last_Login  Last_Login 33 (]
Last_Mame Last_Mame 15 C
User_ID User_ID 1 C

K — i

.. | [
To.. | I

[¥ Local v Use Output T able

(] I Cancel Help
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3. The resulting Extract: If screen allows you to create an extracting condition for users whose
accounts have not been accessed in the last 90 days. Double-click the Age function from the list
of functions shown in to the right. This will display the syntax for the Age function in the
Expression box at the top left. Highlight the word “date” in the Expression box.

I x
E =pression
AGE([ date < cutoff_EETE_wwwwmmdd: | Help ok
Yerify Cancel
Save Ag
Available Fields Functions
Name Title [st.. [ce _= | < | And e |
Disabled  Disabled 28 C < > | O /
n - = ABS[ number -
First_Name First_Name e £ = | »= | Mot 1 AGE[[ date <,c]utoff date_yywymn
Last_Login  Last_Lagin 33 ] Date... ALLTRIMI string | -
Last_Mame Laskt_Mame 15 L ASCI[ character |
User ID  User_ID 1 C  Fiters AT[ occurence_num , search_fi
~| |BETWEENI walue , min , max ]
BIT[ byte_locatian |
BLAMKS[ count )
J BY'TE[ byte_location |
COOW[ date | length )
) e
string <.extra_invalid_c
‘ [»| |PUTPUTFOLDER | |CTOD{ field <dote_format_i_ne
CIMIPMTI rate neinds amo T
From T able Ll b
|.&ctive_Direct0ly_Users j J ¥ Paste Parameters

4. Double-click on the “Last_Login” field in the Available Fields box to replace “date” in the
Expression box.

e

E =pression
AGE( date <.cutoff_Last_Login_wwwwrarmdd- | Help oK

Werify Cancel
Save b
Available Fields Functions

Mame Title: [t [ce = | o |and| + | - | |a |
Dissbled  Disabled B C < E L /

; . = ABS( number -
Flrst_Name Flrst_Name & L £ »= | Mat [] AGE[[ date <,c]utoff date_yppm
Last_Login  Last_Login 33 ] Date... ALLTRIMI string | -

Last_Mame Last_Mame 15 L ASCI[ character )
User_ID User_ID 1 c  Fiters AT[ ococurence_num |, zearch_fo
~ | |BETWEENI walue . min . max ]
BIT[ byte_location )
BLAMES[ count )
J BY'TE[ byte_location |
COOW([ date | length |
Variables EEE}[“SF“:'JE'] NI
string < extra_invalid_c
7 [»| |PUTPUTFOLDER =l | CTOD( feld < date, format if T
CHMIPMTI rate neinds—amo T
From T able Ll b
|"“‘C“"’E—Di"ado'}'—u3'3'S j J W Paste Parameters
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5. Note how the syntax for the function between the parentheses is within brackets (< >). ACL
uses these brackets to indicate that this syntax is optional when using this function. The
brackets, as well as some of the syntax within, are unnecessary for performing this aging. Edit
the function so that only Last_Login is shown between the parentheses.

T A
E =pression
AGE[ Last_Login ] J Help 0K
Werify Cancel
Save Az
Aevailable Fields Functions
Mame Title [t [ce =1 < |And| + | - | |an |
Dissbled  Disabled B C < > | O ° i
; ) = ABS[ number -
Flrst_Nar!'ue Flrst_Narpe 3} C <= | »= | Mot [] AGE[[ date <,c]utoff date_ppyym
Last_Login  Last_Login 33 o} Date. . ALLTRIMI string | -
Last_MName Last_Mame 15 C — ASCII[ character |
User ID User_ID 1 C  Fiters AT[ oscurence_num . search_fi
~| |BETWEENI value . min . max )
BIT[ byte_location |
BLAMKS[ count |
J BYTE([ byte_location |
COOW date , length )
o
string <.extra_invalid_c
‘ [»| |OUTPUTFOLDER | |CTOD fiskd < date_format,_if_ne
CIMIPMTI rate nerinds amn T
From T able 1 r
|Active_Directory_Users j J [V Paste Parameters

6. The current syntax will return the number of days since a user logged into the system.
However, the number of active users whose last day of logging in exceeds 90 days is of interest.

With the cursor located at the end of the function, click on the | * | button in the middle of the
pop-up screen and then enter 90.

Extract: If ﬂ

Erpression
AGE( Last_Login | > 90 B e [[_ 0Ok ]

Wity | Cancel |
Save bz
Available Fields Functions

Name | Title [t [ce = o |and] + | - | | |
Disshled  Disabled B C < P L /

n - = ABS[ number -
First_Name First._Name e = <= | »= | Mat 1 AGE[[ date <,c]utoff date_yymn
Last_Login  Last_Login 2 D Date... ALLTRIM[ sting)

Last_Mame Last_Mame 15 9 ASCI| character |
User_ID User_ID 1 C  Fiters AT[ occurence_num , search_fc
~| |BETWEEN( value . min . max )
BIT[ byte_location |
BLAMKS[ count |
J BYTE( byte_location ]
COOW( date | length )
Yariables EEE&HE‘”:'JE'] N
string < extra_invalid_c
. [v| [PUTPUTFOLDER 2] |CroD fiekd <.déte.format.if_nc
CHMIPHTI rate meinds A
From Table 4 »
|"'3‘0“\"'3—[)i"3°t°'5'—L|3'3'S ﬂ J v Paste Parameters
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7. Click on the button located to the right of the Expression box to verify the
expression is valid. A pop-up message screen will ask you to confirm that the expression is
valid. Click to continue.

CEE -

» | ) Expression is walid

8. The expression as currently written would display in the exception report all enabled (active)
and disabled accounts with last login dates exceeding 90 days. To ensure that disabled accounts

are not listed as exceptions, click on the | &nd | putton and enter Disabled = “FALSE”.

EETE———— A
Expreszion
AE [ Last_Login ) » 90 AND Disabled = "FALSE] Hep [ 0K ]
erify | Cancel |
Save As
Auvailable Fields Functions
Mame Title [st..[cc = | o |and| + | - | |a |
Disabled  Disabled 8 C < L L /
= = = ABS[ number "
Flrst_Name Flrst_Name [} C <= | »= | Mot (] ﬁGE[[ date <,c]ut0ff date_ywum
Lask_Login  Last_Login 33 o Date.. ALLTRIMI string ) -
Lask_Mame Last_Mame 15 C T 25011 character )
User_ID User_TD 1 ¢ Fiers AT occurence_num , search_fo
| |BETWEEN( value , mirn . max ]
BIT[ byte_location ]
BLAMES[ count )
J BY'TE( byte_location |
COOW date , length ]
Variables EESAQF“:'JET] M
string <.extra_invalid_c
. (»| [PUTPUTFOLDER =1 |CTOD{ field <date_fomat i e
CHMIPMTI rate nesinds Amon
Fram T able 4 >
|“i'\"C““'E—Di"3°t°'5’—|-|3'3'S ﬂ J [V Paste Parameters
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9. Click again to make sure the expression is valid. Click to continue.
Click the button located at the top right of the screen to return to the Extract screen.
Note the function created is contained in the textbook next to the oo button.

Main |M0re |
{* Record " Fields
Extract Fields... | | Marme | Title | Sk, | Catec
Disabled Disabled 28 C
Firsk_Marme  First_Mame ] C
Last_Login  Last_Login 33 o
Last_Mame Lask_Mame 15 C
Lser_ID User_ID 1 C
IE...
To.
[¥ Local v Use Output Table
(1] 4 I Cancel | Help |
10. Type “Act_Dir_Users_DormantAccounts” in the box next to the T |puttonto

name the table that will list all exceptions.

ki ain | Mare |
{* Record " Fields
Ewtract Fields... | | Mame | Title | = | Cake
Disabled Disabled it C
Firsk_Marme Firsk_MName & C
Last_Login  Last_Login 33 (]
Last_Mame Last_Mame 15 C
User_ID User_ID 1 C
KN — i
IF... | I.-’-'«GE[ Lazt_Login | » 90 AMD Dizabled = "FALSE"
To... | I.l’-‘u:t_Dir_Llsers_Du:urmant.l’-'«ccounts
[¥ Local v Use Output T able
(] I Cancel Help
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11. Click . The newly created Act_Dir_Users_DormantAccounts table will appear
on screen. There should be 36 records. Review the data to make sure that only enabled user
accounts (a FALSE value under the Disabled column) that have not logged in within the last 90
days are shown in this table.

i) DormanilUserhccounts. ACL - ACL 9

Fle Edt Data Anshyoe Samglng  Applctions  Took  Server  Window  Help

Gremes ML EFERPEY LANiold THNLEEHMN MO0 7

Froject Navigats < | [ ek = [T Act_Di_Users_DormantAccounts | TES
= ) BormantUserAccounts ACL
[ g Act_Dir_Users, = g
(L] ctive _Darectory _Users Y # of K =] [iore) =]
B Ccmantisvhccanrts (User 10 Fist Name |Lasi Nama [Disabled | Last Login I }
I | =001 [T Jatkzon FALSE 10008 -
1 #0012 Richard Touchet FALSE 1WOWI00Y 3
i o013 Don Johnson FALSE 100172008
4 w0014 Cindy Weirfrey FALSE 101 672009
5 20015 Maghew Roberts FALSE 101 V00D
i “DE Jackon Srnitn FALSE [F T
T oD01 T Divad Divadson FALSE DAFZRF00A
L] e0027 Michael Gazs FALSE 100772009
L] ©00Z8 Brad Madtin FALSE 1WOTI00Y
10 o008 Danrey Flanngry FALSE D008
1 20030 Nikia Jatkson FALSE 029008
12 20031 Vanessa Pett FALSE 101 008
13 o043 Mptanis Dasgle FALSE [T
14 w044 Junnifer Micole FALSE D4F2TFH000
15 a0045 Siesy Lebilanc FALSE QAN 2009
16 20046 Anna Stem FALSE 101 U008
17 w0072 Willly Hoag FALSE 10/ 872008
18 #0073 Jenny ey FALSE 0SN2009
19 20074 Jim Foster FALSE CWINI00P
m 05484 Bem ) FALSE DAFACO0Y
il 08523 Martha Sanders FALSE 10/ 972000
2 es744 Barbara Laney FALSE U000
3 L1 Andréw Vesler FALSE 1W0 /008
kL] wBA95 Divad Ulmes FALSE 101 972008
25 e7166 Joyee Welth FALSE 10012009
Fi ] LI E Mike Kinder FALSE 10N 008
2 wing Noan Gitson FALEE [T
bi] w049 Bill Floyd FALSE 051 972000
29 eB0ED John Morgan FALSE 07062009
30 L1rir] Glenda McConnell FALSE UWIVIO0Y
i ©BA29 Charbes Benson FALSE D008
2 o119 Brian Treadman FALSE [T T T
33 e93T6 Roy Beckmeyer FALSE RN 172008
3 wasra Don Viaisnor FALEE VA0S
35 w3504 Marvin Feathersione FALSE 10/0472009
k] (117 Angela Haingy FALSE CWIVH00D
<« Er ofFila >

12. To check the accuracy of the extracted data, double-click on the Active_Directory_Users
table under the Project Navigator window. From the toolbar, select Analyze — Age.

i) DormantllserAccounts. ACL - ACL 9

Fis  Ldk Dats | Anabee  Samplng  Apphcsbons  Tools  Server  ‘Window  Meb

s o BFMPEO 4GB THNLSEE BQ.SM 7

Tokal Fisds... Culeq
Sratistical + |[TT] Active_Diretury_Users | b x
Bty ams | = fndee
Clsty... [ =] [puoeer =]
Matagron... ot User 1D [Firsl Mame | Last Name [Digabled  Lust Login I | )
f onoot ~ L Jusivph FALEE 01212010 ' =
0002 | Chad Jones FALSE 2172010 1
pr—— k0 [e0o0d Al Dean FALSE 012172010
SUODE | Dean Johnson FALSE M0
Cross-tabulate. .. Al Filia Farkar FALSF mrnran
. WlanE | Greg Brilh FALEE 3T
Pesfeam Roford Rrghst w0007 | Traey Ciows FALEE 01212010
0009 |Susan Tun FALSE 012172010
XA SOQIENCE... 1t
= cuire Tenaos | Chistine Coppula FALSE 12172010
Lok for Gegs... QU010 Leo Gearge FALSE M0
Lok e Cupleates... Wit | Grarge Jachson FALEE 1002000
w0l | Richand Touschid FALEE 1m0
1 €0013  Den Johnson FALSE 1000172003
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13. The resulting pop-up screen should show “Last Logon” identified as the field under the

Subtotal Fields...

| button at the top left of the screen. The cutoff date is identified as the

ast_Login
Cutoff Date

| January 21,2000 =l
Aging Periods

| Mame I Title

| =t... | catec

KT E—

ol

ok I Cancel |

Help

14. Click [ x 1| The resulting screen shows an aging of accounts by last login. Note that
there are 39 accounts over 90 days old since last login (26 are between 90-119 days, 13 are

greater than 120 days).

i) DormantUserkccounts. ACL - ACL 9

Fie Edt Data Andlyre Sampling  Applestions  Tooks  Server  Window  Mebp

Gl B eGR40 THHEx2El Me.A0 7

Pk By wekcore: 30| ] Active_Drectony_Lises D"l’t!|
1 DormantUser Account s ALL

Act_Dw_Uisers_Dormanthcoount] | As ol BUZ13910 1843 12

Tabile: Activn_Denciory_Usars

— GF OM Last_Login CUTEIFF 30100121 NTERVAL 0,30,82,80,122, 10000 TO SCREEN
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15. Click on the *120-10,000 category to show a detail of the 13 accounts. Note that three of
the accounts have values of “TRUE” under the “Disabled” column, therefore indicating that 10
enabled accounts have been inactive for this period of time.

i) DormantlserAccounts. ACL - ACL § mEE
Fle Edt Data Ansvee  Somplng  Apclesiors  Tooks  Server  Window e

y T & @ Al il v 2 AN B L n =] -2
43B4MBS MY ErEIRO LA%OBATHNELLEEEO A&7
Proiect Havigator < = [TT] Active_Dieectory_Users | [} 200 2
DOrmantUser A counts AL . .
IT] et e _wssers,_prmanticcount "
mmhlwy_lben % o B |[WGELst_Logn 201001217 >= 120 AND AGERLawt_Logn 201001217 <= 10000) | [pioeey =]
W DowrnartUner Accourts

Uger 10 First Name Lagl Name Disabled Lasgt Logwn
16 0016 Jackson Sl

30 0030 Hikdd Jacksor

43 0044 Jennifer Hicole FALSE
4 00045 Bissy Lenlant FALEE

DWW
12 #2028 John Morgan FALEE OTOE008
12% 89326 Roy Beckmeyer FALSE OB 177009

16. DELIVERABLE #2: Print the results of the aging showing the 13 accounts with a date of
the login greater than 120 days old by selecting Data — Report from the toolbar In the Header
type Dormant Account Case Deliverable # 2, Part 1 — your last name and ensure that “file” is

selected on the Output tab. Click and then w to print the report.

After printing, close the table by right clicking on the Active_Directory _Users table in the
Project Navigation window and selecting “Close Table”. Then close the summary aging results
screen on the right by clicking the = button at the top of that particular screen (do NOT exit out
of ACL).

Re-open the Act_Dir_Users_DormantAccounts table by double-clicking on the table in the
Project Navigation window. Print its contents showing the 36 active accounts with a date of last
login greater than 90 days old by selecting Data — Report from the toolbar In the Header type
Dormant Account Case Deliverable # 2, Part 2 — your last name and ensure that “file” is

selected on the Output tab. Click and then T to print the report. Turn in

your output to your instructor.
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I11. Exporting the Exception Report to an Excel File

1. With the Act_Dir_Users_DormantAccounts table still open, select Data — Export to Other
Application from the toolbar to begin the process of exporting the data to an Excel file.

i) Dormanilserhccounts ACL - ACL 9
Fio Ede | Dsta Ansyoe  Somging  Apgloations  Tooks  Server  Window  Help

A6 gt B GTEO ALOA TNNAEE B

L R N = 4 [T Ack_Dir_Users_DormantAccounts | 7 /e %
3L ;&uinmm yetol Reports - e
Moa  Cesemom. < I = oot =]
Hoor  Polste Tables...

User ID F .'.1 Mt Lagd Wi Digabilid Las Login

Feport... ik o011 Gearge Jackson FALSE 10107008 =
#0012 Runam Tournet FALSE 100000
Jon Tables.... b7 #0013 Don Jonnson FALSE 10013008
Merge Tables... w0014 Cindy Wirtey FALSE 10MA008
B0015 | Mamhew Rovens FALSE 101192000
el #0016 Jackson grnin FALSE [T T T
w0017 Ciad Dirdson FALSE DATATI0A
Verky... &0027 Michael Gara FALSE 100772009
Search... aD0TH Hrad Matin FALSE RLINE il
w0070 Danny Flarnery FALSE DATA000
Extomal Data B &0030 | Nikd Jatkson FALSE 017242008
L1k Vaneisa Patt FALSE 10 W0
AR D * w0043 Mutanie Caigle FALSE 0873072000
Servee » a004d | Jennder Nicole FALSE O4IZTI2008
'—n—r!— abias Sissy Lablant FALSE Dart /Rranoe

2. Click the Export Felds- | button on the left side of the Export screen. On

the Selected Fields screen, move the following fields, in the given order, to the Selected Fields
list: “User_ID”, “First_Name”, “Last_Name”, and “Last_Login”. This defines the fields that
will be included in the Excel file being created. After getting the resulting screen below, click

to return to the Export screen.

Selected Fields x|
Auvailable Fields Selected Fields
Mame | Title | St... | Categor: -3 | IEI'SBtLT‘lJD ;I
E|se;b|§d '[:)|satb|5d 28 C ) L:;zt:N‘:;n'lee
irst_Mame First_Mame = | ool
ast_Logi m -
Last Name Last Name Add Al |
User_ID User_ID 1 C
Clear Al |
Expr... |

4 I I _pl Edit.. | LI pl
From T able
kK I Cancel | Help |

I.t’-‘n.ct_Dir_Users_Dormanb’-‘-.c;I
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3. Select “Excel” from the Export As dropdown menu.

M ain |Mc|[e |
* Fields 7 Wiew
Export Fields... | Export Az
[Mame | Title [ot.. [ catee L% =
Disabled  Disabled B C Dieiicd -
2 Firsk_Mame First_Mame & C
= = Lotuz 1.0
4 Last_Logn Last_Login 3 D Text [
3 Last_Mame Last_Pame 15 C word Merge File
1 User ID User ID 1 C winidPerfect 4.1 Memae File bl
« | ol
If.. ||
To.. | I
Ok, I Cancel Help

4. In the box beside the [ T button, type Act_Dir_Users_DormantAccounts (no blank
spaces) as the name of the export file.

M ain | More I
* Fields  Miew
Expart Fields... | Export Az
| Mame | Title | st... | cater |Escel =
Disabled Disabled 28 C Export O ptions
2 First_Mame Firsk_MName =} i
4 Laskt_Login Last_Login 33 0]
3 Last_Mame Last_Mame 15 i
1 User_ID User 10 1 i
K — i
I... | |
Ta.. | IAct_Dir_Users_Dormanb‘-‘«ccountsl
Ok I Cancel Help
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5. Click . The resulting screen shows a Transaction History of the creation of the
exported file.

i) DormantUserAccounts.ALL - AL 3 LIk
Fio  Fdl Daba  Andlyte  Samples  Applealions  Took  Server  Windew  Help

T O e B ——— v S e e - &
GEMeH ¢O|NefEFRY LN50 FTHHELEEH B a7
Proiect Nirvigation <|m - _Usess_Domarnhecoonts | Bport | i
= Dormantiser Ao sunt s AL J
TF Act_Dir_Users_Dormantaccounts Comemand: EXPORT FELDS User_D Frsl_Name Lasi_Name Las2_Login EXCEL TO “Act_Dr_Users_Dormastécceunts
11] Activn_Dwectony_Users
& Doerand b Aceinrds

=

The new Excel file should be located in the ACL_Assignment_2 folder on your desktop. Verify
that the file exported correctly and contains only 36 records by opening the Excel file created (do
NOT exit out of ACL, minimize ACL instead). Compare its contents to the report previously
printed to ensure accuracy. Some columns of the spreadsheet may not be wide enough to read its
contents — adjusting the column width will allow contents to be fully seen.

In a real world situation, the contents of this report should be given to the Security Administrator
for investigation as to why active users have “inactive” accounts. One possible explanation is
that some employees on the list are no longer employed. Their access should be disabled
immediately. Another possible explanation is that some employees, such as in production,
access the network on a very infrequent basis. These employees may not require access to
perform their duties. If deemed unnecessary, access should be disabled. If not disabled, it is still
good to monitor and note long periods of inactive network use by such employees.

6. DELIVERABLE #3: Insert a proper heading for the report (Dormant Account Case
Deliverable # 3 — report title — date — your name) and print the Excel file created. Return to
ACL. Print the Transaction History shown on screen by selecting File — Print and then

w. Turn in your output to your instructor.

V1. Write an ACL Script to Automate for Continuous Auditing/Monitoring Use

1. Close all Excel spreadsheets and any ACL tables that might be in BOLD in the Project
Navigator (Note: do not close the Network_Term_Users.ACL project title). Also close the

Results screen on the right side to return to the Welcome to ACL screen by clicking on the ]
button at the top right of the Results screen.

358



Journal of Forensic & Investigative Accounting
Vol. 3, Issue 2, Special Issue, 2011

2. Select from the toolbar File - New — Script.

¥ DormantllserAccounts. ACL - ACL 9

Fie Bl Deta  Andyre  Sarphng  Agpkisbons  Took  Server  Winduw  Hel

oo
P

Delete

Reviame

Propeties.

Welcome to ACL

ACL Weblinks

Page Setup. .

Print Project Conbents....

oot Prajecks

Exit FR4F4

3. A blank window will open on the right side of the screen, which will be used to write the
script for automating the creation of the exception report and can be used as a continuous
auditing/monitoring tool. Once created and saved, the script may be executed on a repetitive and
recurring basis, such as monthly or weekly.

i DormantUserAccounts. ACL - ACL 9

Flo  Ed  Data Analyze  Sanphg  Apphcations  Took  Server Wik riel
GHRGOPA SN EFEVEAD ANo0 YHELSEE BO.ER 7
P A | [ vscoe T New_Soript 4|

XL Y
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4. Two tabs, _S¥erview Iand L0 |, are located at the bottom left of the entire screen. Select the

Log | tab. This will display command lines that were run during past sessions of this particular

ACL project. Clicking on the = symbol beside a given line provides more detail of the
commands previously run. The content of your Project Navigator window may look slightly
different than the one below, but if you have been successful with completing the assignment to
this point, all important command lines for this portion of the assignment are in the detail.

¥ Dormanilserhccounts. ACL - ACL 9

Fie Edt Dala Ansyos Sanplg  Applcstios  Took  Server  Window  Help
GaGres RV ErGIFGES LNAFTHNELEEE BT 7?
coone 2 T Mew Script | T

EERLiOE B@

DI 00 REPoRT Defait_ view

D16 CXTRACT RECORD IF AGE Last_Logn ) %0 AnC)
G OPEN "t D _Users_Domanthccounts”
[T 0PN Active_Dwectory Ustrs

LIGG A6E 0N Last Logn CUTCRF 20100121 INTERVAL

65 SET FILTER T (GEiLast Login, 201001217 =
I OPEN Act_Dwr_Users_DormantAcoounts

LI EXPORT FIELDS User 1D Frst_Name Last_Name Ll

O3 cuose

|

Stant| £ AcL_assignment_? | ] Darmant Account C.... Windows Live Hatr. .. DormantUserAccou. .. « 734 Pk
ot i -

5. From the toolbar select Window — Show Command Line from the dialogue box.

¥ Dormanilserhccounts. ACL - ACL

Fle Edt Dala Ansyse Samplng  Applicstions  Took  Server | Window  Help

GRGEMeA SN &N s THNLLEHE B M7

_:‘W’m#l 1 b x
By WE=LGE B

CIED 0o mEroRT Defsue view

16 CXTRACT RECORD IF AGE( Last Logn ) 90 Ah]
G OPEN At D _Ustrs_Domanticcounts™
[0 OPE Active_Dwectory Users

LIET A6E N Last Logn CUTORF 20100121 INTERVAL

L5 SET FILTER T (REfLast_Login, 201001217 »=
I OPEN Act_Dwr_Users_Dormanticoounts:

LI E0RT FIELES User 10 Frst_Wame Last_Name U

O3 cuose
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6. The resulting screen displays a blank text box at the top of the Command Line window on the
right side of the screen.

¥ Dormanilserhccounts. ACL - ACL 9

Fle Edt Dala Ansyoe Samglng  Applcations  Took  Server  Window  Help
Goares OV EerrGRGEO LN FTHELEE BO. a7
Progct Navigator < Comemand Line x
OV #rosect vesteory
OF] over Woews
OS] 15- 5 Days ag0 x v B [
O 5 14 0avs ag0
O Le 7oers
Uﬂammﬁm e 1 wekone 2t T Mew_script | JEE

LI EXTRACT RECORD IF AGE Last_Login ) » 90 AN
€3 OPEN "ack_De_Users_Domanticcounts™
= 1R OPEN activn Dierctory. Lisers
I3 AGE ON Last_Lngin CLITORF 201100121 TNTERVAL
I SETENTER 10 (A0E{Last_Logn, 201001217 2
= IR OPEN Act_Dir_Lisers_Doemantaccounts
I3 EXPORT FIELOS Lisnr_ID First_bame Larst_ame L

O3 cuose

7. Click on the command line in the log that states the following: OPEN
Active_Directory_Users. This line will display in the Command Line text box. Immediately
below the command line, New_Script should be bolded, indicating that the script is open for

editing. If New_Script is not open on your screen, click on New_Script.

il DormantUserAccounts.ACL - ACL 9

Fle Lt Dete  Ansyze  Serolng  Aockistions  Tocks  Server  Window  beb
G MY ErFrEPTRO LN THNHELEH B 7
Cormensnd Line x

= LI Project Hstory

Hi?:’;mnrm % o [ [OFEN etive Disestony Users

O 0- 140w Az

O st 7 0ays

= 'jl\ﬁm 212010 o [ wicome 0 New_Seript | arx|

I8 CPEN "hct D L, Dok ccounts” mFE=50 B =

I OFEN Active_Dnectory Users
I AcE O Lask_Login CLITCEF 20000121 TNTERVAL
I3 SET FRLTER T (AGE(Last_Login, 201001217 3.

= (162 CPEN Auk_Di_Users_CorsmantAcoonts
D65 et FIELDS User 10 Frst_ bsme Last_Name L]
00 aee

8. Highlight the text in the Command Line and right click to copy.

it DormantUsarAccounts. ACL - ACL 9

Fle L[k Dets  Anshze  Semplng  Appkisbons  Tools  Server  Window  Meb
RO LkNioAFTHELEEE M. 7

Gam®S GMKYE FMEE

< erenand Lir

Propct Navgster
= UE;:\FRHQW
LIS crver 30 Dorys

® v [ |EEEEE

DI 15 - 30 Das Ago
ik
kS

O] 9- 14 08ys age
[m] ‘I:!:)ﬂ TDays :
= O 75708 an 21 2000 ekcomn
+ DI CPEM Active_Directory_Uisers A # Wrew g
[0 CPEN “Ack_Dis_Users_Permanbhconrks” [ o |
D6 oFEn ctive_ Drectory_Users o
I3 AGE ON Last_Login CUTORE 20100121 BNTERVAL
I3 SETFILTER T61 (A0E Lot _Login, 201001217 3 Solect o
= CIZ 0PEM hct_Dir L Dusmasccounts tmat »
Dl EmomT FIELS Ussr_LD First_Name Last_hiame L
O cwose
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9. Paste the command line copied on the first line of the New_Script window.

i) DormanilUserhccounts. ACL - ACL 9

Fie Bt Doto  Ansyor  Sowglg  Applcations  Tooh  Server  Widow  Help

Graemes oML ErFrRIES LL5o0 FTHELEEE MO0 7

Propect Navgatos < | Command Low
T
DOE over 300ays
O 15- 30 nays age x v (B [OFENAckve_Deeciony_Useis
O &- 14 Days o
O Lot 70y
= O 17:37:08 on 00212000 wekeame 3 T Hew_Script | ®
* 13 OPEN Active_Dirnctory_Lisers 2 L] I‘ .
163 OPEN "ick_Der_Lisers_Dormankacenunts” o= GE b m

= 1D OPEN tctive Directory_Users
I3 AGE ON Last_Login CUTORF 20100121 INTERVAL
LI SET FILTER T (AGELast Logn, 201001217 =

I OPEN Aot _Dir_Users_DormantAcoounts
LI EXPORT FIELES User_ID Frst_Name Last_Name Ll
O3 cuose

OIPEM Aetive_Dienchory_Llseey

10. Repeat steps 8 and 9 for the following four command lines:
e EXTRACT RECORD IF AGE( Last_Login) > 90 AND Disabled = "FALSE" TO
"Act_Dir_Users_DormantAccounts"
e CLOSE
e OPEN “Act_Dir_Users_DormantAccounts”
e EXPORT FIELDS User_ID First_Name Last Name Last_Login EXCEL TO
"Active_Directory_Users_DormantAccounts"”

i) DormanilUserhccounts ACL - ACL 9

Fle Edt Dala Andpre  Swgleg  Applealions  Took  Server  Widow  Help
o/ I e Rl e 1= . um
P oMY ErFrERRE® L5920 FHlNLEEH BO.0 7
Progct Hiagalen < | Command Lw ®
= O Propct pistory
O over 30 0ays
|_|i 15 - 30 Duays ga x ¥ m EXPORT FIELDS Uver_ID Frat_Name Laat_Name Last_Logn EXCEL TO “Act_De_Usen_Dommanticcounts”
O] & 14 s dgo
= O Lt 7 0ays
= O 17:37:05 on 01f20 2000 oo — Soript T
= DGR CPEN Active_Directory_Lisars B wecore 2t Tl o, tl‘_ =
CIED 0o REPCAT Lok ok _View b= GE b=
L6 BXTRACT RECCRD IF AGE( Last_Login ) > %0 A — - - —
O3 OPEN “act_Dr Users_Dormanticoounts™ Ackm Dancioey Usey et c e Tt M
- 1_Dr_Uvers_Domarioceant
UG Dackary, Urers. Efé?é\(.'l RECORD IF AGE] Last_Logn | » 90AND Disabled = "FALSE™ T0 "Act_Dr_U: " OFEN
145 AGE O Last_Logn CUTORF 20000121 INTERVA [OFEN “Ae_Di_Lisers_Demanitccounts”
CIG SE7 FRLTER 10 (NGE(L8¢% Logn, 201001217 3o |EXFORT FIELGTS User_ID Frut_Mamme Last_Nare Last_Login EXCEL T0 “fct_Di Usess_Dosmanthcoourts™
DI OFEN Act_Dir_Lisirs_Dormantccounts
D1 DFORT FIELDS Ustr_ID Frst_Name Last_Nand
D6 cuose

11. Click the x button displayed at the far right of the Command Line in the New Script window
to close the new script you are creating.

| [ weleome 4 TEL New_Script 15|

12. You will be asked whether you want to save changes to your script. Click .

s ]

\ ? ) Do you wank to save the changes you made ko New_Scripk?

Yes Mo | Cancel |
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13. Click the Ml tab at the bottom left of the screen, right click on New_Script in the
Project Navigator window and select Run. You are prompted as to whether you want to
overwrite a file that you had created previously. This is the first of three such screens asking

whether you want to overwrite a file. Select each time. After answering

to all the pop-up questions, the resulting screen should appear as follows. There should be 36
records in the table.

i) Dormanilserhccounts ACL - ACL 9 .Glﬂ
Fie Edt Dols Awdyre  Serplng  Appleolins  Tooh  Server  Window  Help

Foames 6 ErRPE® LL5OA FHMLaEN BO.Ya ?

< *
x + [
2 [T Act_Dir_Users_BormantAccount:
Fier Index
% o K =] [Mere) =]
User ID First Name Lasi Name Disabied Last_Login I
IR, | =coii George Jackson FALSE 1041 042008 5 =]

2 00012 Fiichard Tauchot FALSE 10052009 : -
3 e0013 Don Joh FALSE 1010172009 H

4 0014 Clnady W FALSE 1041662009

5 00015 Mamniw Fobens FALSE 104572009

] e0016 Jackson Srnith FALSE 02109/2009

7 80017 David Davdson FALSE 0642062009

] i Michanl Gara FALSE 100772009

9 ©0028 Brad Martin FALEE 10:03/724

10 20029 Danny Flannesy FALSE

11 0030 ik Jackson FALSE

12 w0031 Vanessa Pett FALEE

13 0043 Metan: FALSE

14 a4l e FALSE

15 0045 Sigey FALEE

16 0046 Anna FALSE

1 an7y willty FALSE

18 u0073 Jienry FALEE

19 e0074 Jim FALSE

20 4424 Eisth FALSE

1 15523 Manth FALEE

2 esT4d Barba: FALSE
i Ll Andréw FALSE

4 [LLEL D FALEE

] e7186 Joyre FALSE
ot a7631 Mike FALSE

T eTTig Mok FALEE

8 83049 1) FALSE
o e808H John FALSE

20 wa185 Gl FALEE

N 830929 Charles FALSE

i1 9118 Brian FALSE

1 [EEr ] Ruoy FALEE

k7] 83574 Don FALSE

3 9584 Manin FALSE

268 13R5T Angul; FALEE

«<End ofFile »»

14. Verify that the output file exported correctly by going to your ACL_Assignment_2 folder on
your desktop and opening the Act_Dir_Users_DormantAccounts Excel file. Compare its
contents to the exception report and Excel file previously printed in this assignment.

15. A more appropriate name should be given to New_Script in the Project Navigator window.
Right click on New_Script, select Rename and rename it Script_Except_DormantAccounts.

Additional Command Lines for Further Efficiency of the Script

As noted in the terminated user assignment, a script can be edited further to improve its

efficiency. Close all Excel spreadsheets and ACL tables that are open. Double click on the &
icon to the left of your script in the Project Navigator window to reopen it. The script can be
edited in the editing window to the right.

363



Journal of Forensic & Investigative Accounting
Vol. 3, Issue 2, Special Issue, 2011

16. To prevent the display of popup screens requesting whether the user would like to overwrite
files previously created, type the first line below at the very beginning of the script and the
second line below at the very end of the script.

e SET SAFETY OFF
e SET SAFETY ON

These lines may be useful if the script is to be run by another individual and you do not want that
individual confused by the popup screens.

17. To further automate your work for repetitious or continuous use, enter the following generic
import statement as the second line within your script. This will automatically import the
Active_Directory_Users1 Excel file before executing the extraction and export processes.

IMPORT DISK SOURCE "Excel Files" TABLE "Sheetl$" QUALIFIER "C:\Documents and
Settings\Desktop\ACL._Assignment_2\Active_Directory _Users1.xIs" TO "C:\Documents and
Settings\Desktop\ACL._Assignment_2\Active_Directory Users.FIL" WIDTH 50 MAXIMUM
100 FIELDS "User ID","First Name","Last Name","Disabled"”,"Last Login"

Please note emphasis on the word “generic” in the instructions preceding the import command.
You will have to modify the bolded portions in the command, based on substituting the exact
location of these files for completing the assignment.

To ensure that you have the proper address in each instance noted in the generic script, open up
the ACL_Assignment_2 folder on your desktop (see example below). The address shown in the
address line on your computer should be used in place of the bolded text in the generic script.

& ACl_Assignment_2 -0 ﬂ
File Edt Wiew Favorites Tools  Help "
4 s O - S

Q Back ? | ir 7 Search Folders E | Falder Sync

Address \ —:\Documents and SettingsiDeskkoplACL_Assignment 2] j a Ga

Name: | Size | Type ‘ Date Modified |
File and Folder Tasks ES Iﬂ_ﬂDDrmant_Account_Case_Inst‘.. 2,108 KE Microsoft Office Wo,.,  1f16/2010 11:21 PM
9 Make fold IZIJ»ﬂ\ctive_D\rectory'_Llsers1 33KE  Microsoft Office Exc,,,  1f21/2010 4:46 PM
& @ & new ol 5 DormartUserbecounts LKE AUtoCorectListFille  1/21/20105:37 PM
] S\ﬂSh this folder to the Active_Directory_Users. fil 6KB FILFile 1/21/2010/5:50 FM
- . Ack_Dir_Users_DormantAccou. .. 2KE FILFile 1/21/2010 7:47 PM
= Share this Folder
E‘ﬂA:thirlessrs?DUrmantA:cDu‘ o0 14 KB Microsoft Office Exc,.,  1/21/2010 7:47 PM
DormantUserfccounts, AC 7KE ACFie 11212010 7:49 PM
Other Places a2 DormantUserAccounts 6KE  Text Document 1f21/2010 7:49 PM

@ DarmantUseraccaunts, LK 1KE LIZFile 1/21/2010 7:49 PM
[E} Desktop
[} My Documents
I Shared Documents
o My Computer
tJJ My Metwork Places

»

Details
ACL_Assignment_2
File Folder

Date Modified: Today, January
Z1, 2010, 7147 PM

364



Journal of Forensic & Investigative Accounting
Vol. 3, Issue 2, Special Issue, 2011

Consideration of Change Control

18. The development of ACL scripts should adhere to change control procedures. Key
information about the script should be entered into the script to ensure all changes are properly
documented. The command “COMMENT” helps facilitate this. Entering “COMMENT” in
front of a line of information line causes ACL to ignore that line when running the script. To
cause ACL to ignore multiple information lines grouped together, enter “COMMENT?”, press the
return key and then enter multiple lines of information until there is either a blank line or the
command “END”. The following is an example of how multiple lines of information, placed at
the beginning of a script, can be added and ignored by ACL.:

COMMENT
AEEEEIAIIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAXXh Kk
Name of Script: Script_Except_DormantAccounts

Script Creator: Your Name

Date Script Created: Current Date

Change Control Log (Date, Change Made, User altering the script)

B R R R R R R R R R R R R R R R R AR R R AR R R R R R R AR AR A R R R R R R R R R R R R R R R R AR R R R R R

END
Pop-Up Conclusion Message

19. Enter the following generic phrase as the last line of the script so that the message in quotes
pops-up to alert the user that the running of the script is complete, as well as the location of the
exported results:

PAUSE "The script is complete. See C:\Documents and

Settings\Desktop\ACL _Assignment_2 for the exception report."”

Here is an example of the pop-up message created through the script.

ACL 9 x|
L3
\11') The script is complete. See C:h\Documents and SettingsiDeskioptACL_Assignment_2 For the exception report.
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The following screen shot shows inclusion of all the edits suggested for improving your script.

i) DormaniUserdccounts. ACL - ACL 9 - 8| x|

Fie Edt Dsta Anslyze Sarplng  Applcstions  Took  Server  Window  Help

GReGMEN ¢MYErEPR® ANl THNELaEH BO.NaE ?
i 2ol ) < || @ we T Script_Except_BormontAccounts =
T o e st BFExLCH BE

ectory_Users fonmENT
] DormasntserAccourts
11 Script_Erecept_DormantAccounts

eipt_Except_Dorsanticcounts

1o
(1722710, Addition of safety off and on feature, John Doe)

INPORT DISE SOURCE "Exeel Files" TABLE "Sheet1$" CUALIFIER "C:\Documents snd 3ertings\DesktophACl_kssigrment_24 Ae
OPEN Active Directory Users

EXTRACT RECORD IF AGE( Ln:
CLOSE
OPEN “Act_Dir_Users Do
EXPORT FIELDS User_ID Fir:
SET SAFETY o

PAUSE “The script is complete. See Ci\Documents and Sertings)Desktop\ACL_kssigrment_2 for the exception report.”

.ogin ) > 90 AND Dissbled = "FALSE"™ TO "Aer_Dir_Usera_bormanchccounta® OPEN

.nat_Neme Laar_Login EXCEL T mher_bir_Uaera_bormanchccounta™

After making all of these edits, save the script and re-run to make sure that it runs properly.
19. DELIVERABLE #4: Reopen your script after successfully re-running for the edits made.

Print the script by selecting File — Print and then w Turn in your output to your
instructor.

20. DELIVERABLE #5: IT auditors, accountants and managers have a professional oath of
loyalty to their employers and the goal of providing management with the information that will
best help achieve the long-run goals and mission of the organization. This oath could indicate to
some that the sharing of scripts between internal auditors, accountants, and managers is
appropriate for ensuring continuous auditing and continuous monitoring are performed properly.
However, potential problems exist when continuous auditing/continuous monitoring scripts are
shared within an organization. Consider the following questions:

e If an internal auditor creates a successful continuous auditing script, should it be shared
with other departments or operating divisions?

e After a management accountant develops a successful continuous monitoring script, does
a problem exist if it is shared with other departments or operating divisions?

Write a memo no longer than one page, assuming the role of an IT auditor with TC, which is
addressed to the Audit Committee of TC expressing your concerns about the sharing of scripts
within an organization.

21. BACK-UP OF ASSIGNMENT: Along with the four deliverables, turn in a backup of your
ACL_Assignment_2 folder to your instructor. This can be done on a flash drive.
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To Turn in for Grading:

a. ACL printout of report identifying dormant users.
b. ACL log of all activities in the script.

c. Excel file printout of dormant users.

d. Memo to the Board of Directors

e. Backup copy of the assignment

CONGRATULATIONS! You have successfully finished this second ACL assignment for
performing CA/CM.
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Appendix C
Take-Home Exam — Tremeg Dormant Account Case in ACL

Notes:

1. Work the exam on your own. Consult any written, website, and/or help materials that have
been made available during the semester. It will likely be helpful to review the Part |
terminated user case assignment in ACL. Under no circumstances are you to confer with
any other class members or any other person or persons. Please sign the pledge below and
return this cover sheet with the remainder of your final exam.

2. Since this is an exam, the instructor will not answer any questions pertaining to either Part of
the Tremeg case study.

The Excel data file for this second ACL case is available via Blackboard.

Pledge:

I pledge that the work on this final exam has been entirely my own. | have not contacted or
conferred with any other person or persons in arriving at my solutions.

Signed,
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Take-Home Exam — Tremeg Dormant Account Case in ACL
Overview:

This take-home exam is an extension of the Tremeg Part | terminated user case. In that tutorial
assignment you discovered that some employees who had been terminated from Tremeg
continue to have access to network resources. An ACL script was written to be run on a regular
basis, such as weekly or monthly, to determine if recently terminated employees have access to
the network, as well as whether access has been made. Now Management wishes you to further
investigate IT security issues by using ACL to discover dormant users — i.e., users who have not
been disabled from access (are still active) but have not accessed the computer in over 90 days.

Some of those identified as dormant users may be terminated employees who have not been duly
noted as such by the human resource function, therefore continuing to provide terminated
employees the opportunity to inappropriately access the network. Others identified as having
dormant accounts may be employees in areas such as production or maintenance who do not
regularly use the network. It may be decided by management that control is improved if such
employees do not have access. In both situations, network access should immediately be
disabled for these individuals by the network administrator.

As done in the previous assignment, after you have successfully identified the dormant users in
an interactive mode with ACL, you should develop a script that will be run as often as desired by
other accountants in Tremeg who are less knowledgeable about ACL.

Objectives:

This second part of the case has the following objectives:

11. Help better understand further the concept and application of continuous
auditing/continuous monitoring

12. Help learn further how to perform basic ACL activities of:
i. Importing data
j. Extracting data from a table
k. Creating tables
|. Exporting data

13. Help learn further how to automate basic ACL activities through the creation of a script
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14. Gain greater confidence in the future application of developing computer automation
procedures for performing continuous auditing/continuous monitoring after completing
the second case

15. Help better recognize potential audit independence and impairment issues with sharing
automated scripts within an organization

Requirements:

A list of needed procedures in ACL follows:

1.

2.

3.

4.

5.

Create a new project and name it Dormant Users Exam.
Import the Excel file Active Directory Users that has been provided.

Extract the records of dormant users via the AGE function (use ACL Help on use
of the AGE function, if needed, and use January 21, 2010 as the current date).

Print the results.

Export the results to an Excel file.

After verifying results:

6.

Create a script, including the import and export, for continuous
auditing/monitoring purposes.

Run the script to verify that it works.
Analyze the results.

Backup all your files.

To Turn in for Grading:

ACL printout of report identifying dormant users.

ACL log of all activities in the script.

Excel file printout of dormant users.

IT auditors, accountants and managers have a professional oath of loyalty to their

employers and the goal of providing management with the information that will
best help achieve the long-run goals and mission of the organization. This oath
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could indicate to some that the sharing of scripts between internal auditors,
accountants, and managers is appropriate for ensuring continuous auditing and
continuous monitoring are both performed properly throughout the organization.
However, potential problems exist when continuous auditing/continuous
monitoring scripts are shared within an organization. Consider the following
questions:

. If an internal auditor creates a successful continuous auditing script,
should it be shared with other departments or operating divisions?

. After a management accountant develops a successful continuous
monitoring script, does a problem exist if it is shared with other
departments or operating divisions?

Write a memo no longer than one page, assuming the role of an IT auditor with
Tremeg, which is addressed to Tremeg’s Audit Committee expressing your
concerns about the sharing of scripts within an organization.
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Appendix D
Teaching Notes for ACL Case Teaching Continuous Auditing/Monitoring

The two-part Tremeg Corporation (TC) case on using ACL scripts to teach continuous
auditing/monitoring (CA/CM) has been successfully used in multiple sections of graduate IT
audit courses at two universities for students with no prior knowledge or experience with ACL.
While based on ACL Version 9, the case can be done in Version 8 or the Educational version
with little variation in screenshots. The following notes are not implied as requirements for
successful case usage, but are factors that have been well received by students. Notes on the
ethical and human resource related questions are considered an equally important part of the
holistic case. Notes on specific responses to the ethics related questions are not included in order
not to imply that a single correct response is available. Contact the authors if a few alternative

responses are desired.

Preparation

We suggest having students read some material that provides a brief overview of ACL.
There are several audit and AlS texts that have five to ten page discussions on ACL. Any one of
these may be used, or students may browse the ACL Help facility within the software and/or the
ACL.com website. An online tutorial is available via the ACL website, but students do not need
to complete the tutorial in order to finish the Tremeg case. With respect to the topics of CA and
CM, a number of articles and resources, both practice and academic, can provide a good
overview of defining and explaining CA and CM. A sample of some practitioner articles and

research studies are included at the end of these teaching notes.
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Class Setup

It is suggested to have one class period on ACL concurrent with the distribution of the
terminated user case tutorial. We suggest that this class consist of a short presentation of ACL
terminology and commands followed by an emphasis on demonstrations of ACL applications.
The first module of the ACL online tutorial covers data concepts and how data are stored and
used by ACL if the instructor chooses to assign it prior to students starting the Tremeg case.

If students do not have an ACL guide or workbook, a handout of the terminology and
commands can be gleaned and excerpted from materials at ACL.org. The presentation should
include an overview of how ACL works. The overview can mention that ACL involves taking
client data (such as from an Excel file) and importing into the software via specific commands.
The imported data can then be manipulated, sorted, organized and/or placed into new tables
(both within and outside of ACL) as a “view” for the purpose of further study and analysis.

Students are likely to be most impressed if an external practitioner experienced in ACL
uses most of the class period to demonstrate real world applications using live data.

Alternatively, the instructor may demonstrate materials available from ACL training courses.

Terminated User Case Execution by Students

Nearly all students successfully complete the terminated user case with few problems
when the detailed screen capture instructions are made available. The area where students are
most likely to have some technical ACL problems is with the last activity, creating the script.
This may be due to typographical errors when performing this and earlier activities, thereby
creating differences in the log which is used to create the script. Comments about each of the six

portions of activities have been presented in the paper for which these teaching notes
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accompany. It is suggested that students be warned that they should pay careful attention to all
instructions, such as the steps for creating the script, so that students not only perform the
assignment successfully but also gain an appreciation for the capabilities of ACL, such as the
joining of tables and the automation of scripts.

A sample memo to accompany the fourth deliverable requested in the terminated user
case is included with these notes. Note that the memo refers to the employee, Debra Phillips.
Per the report output generated and the filter ran for this deliverable, this terminated employee
has subsequently accessed her account at Tremeg after her date of termination.

Upon completion of the case, a discussion of the case as to the usefulness for performing
CAJ/CM should be beneficial to students who will be expected to also complete the second part
of the case. The class can discuss the usefulness of scripts for detecting and investigating the
potential for fraud (such as the IT security breach in the case); what types of situations would
scripts be useful to audit and monitor; how often the script should be run; and the need to
structure the files used so that copies of each would be maintained and not written over upon
each running of the script. When the script is rerun, students should be made aware that the files
should be moved to a secure place and renamed, such as by the date on which they were run.
Discussion of the privacy matters from the seventh deliverable is likely to be very lively,

meaningful and thought provoking.

Dormant Account User Case Execution by Students
After completing the terminated user case, instructors may want to continue teaching the
use of ACL for performing CA/CM to detect further potential issues of fraud. The second part of

Tremeg is a dormant account case that may be assigned as a second tutorial or as an assignment
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or take-home exam without the detailed instructions and screenshots while only providing the
students with the deliverable requests. An example take-home exam is in Appendix C. Ina
graduate IT issues class in which this two-part case was pilot tested, the second part of the case
was given as a take-home exam. In another graduate IT audit class at another university, the
second part was given as a follow-up assignment without the detailed instructions and
screenshots. Just as in the terminated user case, follow-up discussion of the issues regarding the
sharing of scripts within an organization, especially by auditors, is also likely to be very lively,
meaningful and thought provoking.

One matter to note about the dormant account case is that the last login dates in the Excel
file must be updated periodically to more recent dates when using the case from one semester to
the next. This is because the identification of dormant accounts is based on comparing the last
login dates to the current date on the computer. The sample take-home exam takes this into
account by showing a current date to use when running ACL. To make the test more realistic

and current, the data in the file should be updated periodically.

Weight in Course

We have used this case in graduate courses at two universities. The case was first pilot-
tested in a graduate IT issues course. The first part of the case constituted one tenth of the total
points allocated to case assignments in the course. The second part of the case was then given as
a take-home exam without the instructions and screenshots, constituting one sixth of the total
points allocated to exams in the course. The case was used again in an IT audit course at another

university, with each part representing an assignment in the course. No instructions or
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screenshots were provided for the dormant account case. Each part constituted approximately

one tenth of the total points allocated to case assignments in the course.

Student Feedback

This two-part case has been used by two instructors in two sections of a graduate IT
issues course at one university and then used again by an instructor in two sections of a graduate
IT audit course at a second university. Approximately 50 students have completed the case, with
students having no prior experience or knowledge of ACL. Anecdotal responses from students
were exceptionally positive for both parts of the case. Student feedback included comments that
the case is well-balanced in providing an understanding of several key aspects of ACL without
being overly difficult. Positive comments were also provided that the case was meaningful,
helpful, and at an appropriate level as a first exercise in ACL. Students were pleasantly surprised
with the ease of generating and printing reports. Two students in the graduate IT issues course,
one an internal auditor and the other an external auditor, appreciated the case such that they have
subsequently taken additional training to become ACL specialists in their respective
organizations.

Survey responses were collected from students in the two sections of the IT audit course
at another university that used the cased. Responses are reported and discussed in the paper for
which these teaching notes accompany. Responses show that students significantly perceived
that the case met all its desired objectives. Responses also indicate that the second part of the
case provided significant reinforcement and further insight into the use of ACL to perform
CAJ/CM for identifying the possibility of fraud and IT security breaches, as well as critically

thinking and discussing ethical issues related to ACL, CA and CM. Similar to the some students
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in the IT issues course, some students in the IT audit course sought additional information on

ACL and careers in IT and investigative auditing.

Other Items to Consider

If an IT oriented course also contains coverage of CobiT, the CA/CM procedures and
results may be further discussed in terms of the Delivery and Support control objectives DS5.2 —
Identification, Authentication and Access, and DS5.4 — User Account Management.

Instructors may also choose to modify certain portions of the assignment to fit their
needs. For example, the instructor that used this assignment in a graduate 1T audit class
modified the instructions so that each part of the case is performed on a flash drive, as opposed
to the desktop of the student’s computer. In this scenario, the instructor loads onto individual
flash drives: 1) Appendix A - the tutorial for the first part of the case, 2) associated Excel files,
and 3) a copy of the ACL software that accompanies the course textbook. Having students
complete the case on a flash drive does not require the ACL software to be loaded directly on a
stand-alone or networked computer, thereby allowing students to complete the tutorial on any
given computer. Providing a flash drive also provides easier convenient means of turning in a

copy of the entire tutorial completed.
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Examples of Suggested Practitioner Articles and Research Studies for
Introducing the Topics of CA and CM

Coderre, D. 2005. Global Technology Audit Guide — Continuous Auditing: Implications for
Assurance, Monitoring, and Risk Assessment. Altamonte Springs, FL: Institute of Internal
Auditors.

Daigle, J. J., Daigle, R. J., & Lampe, J. C. 2008. Auditor ethics for continuous auditing and
continuous monitoring. IS Audit & Control Journal, 3, 40-43.

ISACA Standards Board 2002. Continuous auditing: Is it a fantasy or a reality? Information
Systems Control Journal, 5, p 43-46.

Kneer, D.C. 2003. Continuous assurance: We are way overdue. Information Systems Control
Journal (1): 30-34.

McCann, D. 2009. Internal audit: The continuous conundrum, CFO.com.
<http://www.cfo.com/article.cfm/14440838>. Accessed 12.5.2010.

Nehmer, R. 2003. Continuous audits: Taking the plunge. Information Systems Control Journal
(1): 35-36.

Sarva, S. 2006. Continuous auditing through leveraging technology. Information Systems
Control Journal (2): 47-50.

Vasarhelyi, M. A. 2002. Concepts in continuous assurance. Researching Accounting as an
Information Systems Discipline, edited by V. Arnold and S. Sutton. Sarasota, FL: American
Accounting Association.

Vasarhelyi, M. A., Alles, M. G., & Kogan, A. 2004. Principles of analytic monitoring for
continuous assurance. Journal of Emerging Technologies in Accounting (1): 1-21.
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Sample Memo for the Fourth Deliverable in the Terminated User Case

John Doe, Manager
Security Administration
Tremeg Corporation

Brilliant New Hire
Accounting
Tremeg Corporation

During the process of continuously monitoring computer activity by terminated employees, we
have discovered employees who have been terminated from Tremeg Corporation, but still have
computer access to IT resources. During the most recent monthly run, (see report attached) it has
been discovered that two employees terminated in the past seven days (mm/dd/yy — mm/dd/yy)
are still classified as active users. The highlighted line in the audit report indicates that one of
these two employees has accessed the system four days after termination.

Control objectives are that user access for all terminated Tremeg employees should be disabled
immediately upon termination. Concerns over the terminated employee in question, Debra
Phillips, include:

Is it Debra Phillips who continues to have access to IT resources or is it some other
person who has access through her user ID and password?

Was access from inside Tremeg facilities or from a remote location?

Was access made to any sensitive data?

Were copies made of data or software?

Were changes made to any data or software?

Were Tremeg resources used for personal or illegal purposes?

Please reply to the above questions and to the disabling of access for all the listed terminated
Tremeg employees.

mm/dd/yy
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Microsoft Excel File All_Employees.xls

Employee Number First Name Last Name  Date Terminated

e0001 Jill Joseph

e0002 Chad Jones

e0003 Al Dean

e0004 Dean Johnson

e0005 Eddie Parker

0006 Greg Smith 3/23/2010
e0007 Tracy Cross

e0008 Susan Dun

e0009 Christine  Coppula

e0010 Leo George

e0011 George Jackson 9/6/2009
e0012 Richard Touchet 9/5/2009
e0013 Don Johnson

e0014 Cindy Winfrey 9/12/2009
e0015 Matthew Roberts

e0016 Jackson Smith 5/5/2009
e0017 David Davidson 3/5/2009
e0018 Jenny Cooper

e0019 Cooper Bobbin

e0020 Peter Carpenter

e0021 Roy Schexnayder

0022 Cynthia Scarton

0023 Gayle Watson

e0024 Thomas France

e0025 Paul Larter

e0026 Allison Milo

e0027 Michael Garza

e0028 Brad Martin 3/23/2009
0029 Danny Flannery

e0030 NikKki Jackson 4/25/2009
e0031 Vanessa Pett

e0032 Amanda Clair

e0033 Lilly Frasier

e0034 Clair Fauscett

e0035 Kate Kennedy

e0036 Ethel Simmerman

e0037 Robert Delaune

e0038 Susie Simms

e0040 Todd Savoie

e0041 Ben Arcement

e0042 Bengie Godso

0043 Melanie Daigle 7/17/2009
e0044 Jennifer Nicole

0045 Sissy Leblanc

e0046 Anna Stern 7/18/2009
e0047 Sara McCormick

e0048 Craig Evans

0049 Debra Phillips 3/19/2010
e0050 Tina Messing
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e0051 Joe Humphrey
e0052 Sue Urban
0053 Keith Simpson
e0054 Joey Brown
e0055 Albert Marcombe
e0056 Richie Walker
e0057 Dawn Pitre
e0058 Katie Flicka
e0059 Johnson Rome
e0060 Dan Page
e0061 Jonathan  Booth
e0062 Michael Breaux
0063 Ronny Rodrigue
e0064 Renee Paxton
e0065 Brent Saxton
e0066 Angela Casper
0067 Susanne  Reynolds
e0068 William Riley
e0069 Fred Jenneva
e0070 Ray Staurt
e0071 Charlie Albertson
e0072 Willy Hoag 8/12/2009
e0073 Jenny Grey
e0074 Jim Foster 8/16/2009
e0075 Noami Parker
e0076 Nancy Carter
e0077 Bill Freeman
e0078 Claudia Plaisance
e0079 Beaux Blanchard
0080 Jack Lopez
e0081 Josie Jett
0082 Kimberly  Kimmel
e0083 Chase Letterman
e0084 Michelle Clemens
e0085 Barnie Punch
e0086 Stephen Jefferson
e0087 Jeff Antwone
e0088 Lilly Hanks
e0089 Tom Ryan
e0090 Ryan Hanson
e0091 Louie Larmar
e0092 Harold Jacobs
e0093 Jacob Brown
e0094 Grace Wilson
e0095 Jude Diaz
e0096 Cameron Hawn
e0097 Marisa Cox
e0098 Bryan Murray
0099 Clay Melancon
e0100 Lewis Donald
e0124 Gary Lynch
e0354 Anita Lozano 9/7/2009
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e0456
e0476
e0627
e0710
e0766
ell22
el151
el342
el423
e1510
€1538
€1609
€1892
e1987
€2000
e2255
e2273
e2283
e2291
e2714
2855
e3297
e3449
e3572
e3691
e4218
ed444
e4445
e4604
e4645
e4736
e4799
e5025
e5140
eb211
eb278
e5395
e5432
e5484
e5523
e5617
e5673
eb744
e5866
€6039
€6253
€6258
€6635
€6896
€6995
e7004
e7123

Travis
Chip
Huanita
Margie
Bernnie
Leslie
Martha
Ronny
Claud
Estelle
Jill
George
Shelly
Chad
Janice
Jeff
Raymond
Travis
Helen
Carol
Keith
Bob
Steve
Wesleyh
Ann
Silvia
Jane
Natasha
Bernnie
Janet
Dale
Robert
Larry
Margaret
Steve
James
Vera
Danny
Beth
Martha
Rachel
Mark
Barbara
Thelma
Robert
Karen
Olga
Erin
Andrew
David
Tom
Mary

Wagner
Ebert
Villa
Sharpe
Porter
Jackson
Oliver
Wilmer
Chaplin
Davis
Daigle
Waldowski
Johnson
Davidson
Smith
Washam
Vickers
Jenkins
Gerken
Wells
Beegle
Hall
Underwood
Hills
Moreno
Smithers
Applebee
Milakovich
Stewart
Cooley
Deberry
Durr
Odell
Reeve
Gibbs
Day
Underhill
David
Rivero
Sanders
Hillhouse
Topper
Laney
Owens
Raymer
Weaver
Edmonds
Miller
Vester
Ulmer
Tuter
Russell
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11/23/2009

11/2/2009
4/18/2009
9/22/2009
10/16/2009
11/6/2009
4/11/2009

2/6/2010
10/25/2009
2/2/2010
2/23/2010
1/23/2010
10/30/2009
12/13/2009
8/2/2009
8/17/2009
5/19/2009
9/12/2009
11/16/2009
7/20/2009
9/14/2009
9/18/2009
10/17/2009

12/6/2009
10/5/2009
6/27/2009
11/14/2009
6/2/2009
12/5/2009

11/21/2009
4/25/2009

8/7/2009

8/22/2009
5/15/2009
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e7186
e7631
e7719
e€8049
8088
8285
e8521
€8929
€9119
€9326
e9574
€9584
€9857
€9898

Joyce
Mike
Noah
Bill
John
Glenda
Trina
Charles
Brian
Roy
Don
Marvin
Angela
Roy

Welch
Kinder
Gibson
Floyd
Morgan
McConnell
Shelton
Benson
Treadman
Beckmeyer
Waisner
Featherstone
Hainey
Jackson

Journal of Forensic & Investigative Accounting

12/19/2009
8/4/2009
7/3/2009

8/15/2009
10/2/2009
7/18/2009

4/3/2009
10/24/2009
11/7/2009
8/24/2009
5/29/2009
9/15/2009
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Microsoft Excel File Active_Directory_Users.xls

e0002 Chad Jones FALSE 3/23/2010
e0003 Al Dean FALSE 3/23/2010
e0004 Dean Johnson FALSE 3/23/2010
e0005 Eddie Parker FALSE 3/23/2010
0006 Greg Smith FALSE 3/23/2010
e0007 Tracy Cross FALSE 3/23/2010
e0008 Susan Dun FALSE 3/23/2010
e0009 Christine  Coppula FALSE 3/23/2010
e0010 Leo George FALSE 3/23/2010
e0011 George Jackson FALSE 9/6/2009
e0012 Richard Touchet FALSE 9/5/2009
e0013 Don Johnson FALSE 9/27/2009
e0014 Cindy Winfrey FALSE 9/12/2009
e0015 Matthew Roberts FALSE 9/17/2009
0016 Jackson Smith FALSE 5/5/2009
e0017 David Davidson FALSE 3/5/2009
0018 Jenny Cooper FALSE 3/23/2010
e0019 Cooper Bobbin FALSE 3/23/2010
0020 Peter Carpenter FALSE 3/23/2010
e0021 Roy Schexnayder FALSE 3/23/2010
0022 Cynthia Scarton FALSE 3/23/2010
0023 Gayle Watson FALSE 3/23/2010
e0024 Thomas France FALSE 3/23/2010
0025 Paul Larter FALSE 3/23/2010
0026 Allison Milo FALSE 3/23/2010
e0027 Michael Garza FALSE 3/3/2009
0028 Brad Martin FALSE 3/23/2009
0029 Danny Flannery FALSE 4/12/2009
0030 Nikki Jackson FALSE 4/25/2009
e0031 Vanessa Pett FALSE 6/15/2009
e0032 Amanda Clair FALSE 3/23/2010
0033 Lilly Frasier FALSE 3/23/2010
e0034 Clair Fauscett FALSE 3/23/2010
e0035 Kate Kennedy FALSE 3/23/2010
0036 Ethel Simmerman FALSE 3/23/2010
e0037 Robert Delaune FALSE 3/23/2010
0038 Susie Simms FALSE 3/23/2010
0040 Todd Savoie FALSE 3/23/2010
e0041 Ben Arcement FALSE 3/23/2010
e0042 Bengie Godso FALSE 3/23/2010
0043 Melanie Daigle FALSE 7/17/2009
e0044 Jennifer Nicole FALSE 7/23/2009
0045 Sissy Leblanc FALSE 7/14/2009
e0046 Anna Stern FALSE 7/18/2009
e0047 Sara McCormick  FALSE 3/23/2010
0048 Craig Evans FALSE 3/23/2010
e0049 Debra Phillips FALSE 3/23/2010
0050 Tina Messing FALSE 3/23/2010
e0051 Joe Humphrey FALSE 3/23/2010
e0052 Sue Urban FALSE 3/23/2010
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0053 Keith Simpson FALSE 3/23/2010
e0054 Joey Brown FALSE 3/23/2010
e0055 Albert Marcombe FALSE 3/23/2010
e0056 Richie Walker FALSE 3/23/2010
e0057 Dawn Pitre FALSE 3/23/2010
e0058 Katie Flicka FALSE 3/23/2010
e0059 Johnson Rome FALSE 3/23/2010
e0060 Dan Page FALSE 3/23/2010
e0061 Jonathan  Booth FALSE 3/23/2010
e0062 Michael Breaux FALSE 3/23/2010
0063 Ronny Rodrigue FALSE 3/23/2010
e0064 Renee Paxton FALSE 3/23/2010
e0065 Brent Saxton FALSE 3/23/2010
e0066 Angela Casper FALSE 3/23/2010
e0067 Susanne  Reynolds FALSE 3/23/2010
e0068 William Riley FALSE 3/23/2010
e0069 Fred Jenneva FALSE 3/23/2010
e0070 Ray Staurt FALSE 3/23/2010
e0071 Charlie Albertson FALSE 3/23/2010
e0072 Willy Hoag FALSE 8/12/2009
e0073 Jenny Grey FALSE 8/14/2009
e0074 Jim Foster FALSE 8/16/2009
e0075 Noami Parker FALSE 3/23/2010
e0076 Nancy Carter FALSE 3/23/2010
e0077 Bill Freeman FALSE 3/23/2010
e0078 Claudia Plaisance FALSE 3/23/2010
e0079 Beaux Blanchard FALSE 3/23/2010
e0080 Jack Lopez FALSE 3/23/2010
e0081 Josie Jett FALSE 3/23/2010
0082 Kimberly  Kimmel FALSE 3/23/2010
e0083 Chase Letterman FALSE 3/23/2010
e0084 Michelle Clemens FALSE 3/23/2010
e0085 Barnie Punch FALSE 3/23/2010
e0086 Stephen Jefferson FALSE 3/23/2010
e0087 Jeff Antwone FALSE 3/23/2010
0088 Lilly Hanks FALSE 3/23/2010
e0089 Tom Ryan FALSE 3/23/2010
0090 Ryan Hanson FALSE 3/23/2010
e0091 Louie Larmar FALSE 3/23/2010
0092 Harold Jacobs FALSE 3/23/2010
e0093 Jacob Brown FALSE 3/23/2010
e0094 Grace Wilson FALSE 3/23/2010
e0095 Jude Diaz FALSE 3/23/2010
e0096 Cameron  Hawn FALSE 3/23/2010
e0097 Marisa Cox FALSE 3/23/2010
e0098 Bryan Murray FALSE 3/23/2010
0099 Clay Melancon FALSE 3/23/2010
0100 Lewis Donald FALSE 3/23/2010
e4444 Jane Applebee TRUE 11/2/2009
el342 Ronny Wilmer TRUE 11/6/2009
e5432 Danny David TRUE 11/24/2009
€9898 Roy Jackson TRUE 3/23/2010
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eb484 Beth Rivero FALSE 11/21/2009
e5523 Martha Sanders FALSE 4/25/2009
eb617 Rachel Hillhouse FALSE 3/23/2010
e5673 Mark Topper FALSE 3/23/2010
e5744 Barbara Laney FALSE 8/7/2009
e5866 Thelma Owens FALSE 3/23/2010
6039 Robert Raymer FALSE 3/23/2010
€6253 Karen Weaver FALSE 3/23/2010
6258 Olga Edmonds FALSE 3/23/2010
€6635 Erin Miller FALSE 3/23/2010
€6896 Andrew Vester FALSE 8/22/2009
€6995 David Ulmer FALSE 5/15/2009
e7004 Tom Tuter FALSE 3/23/2010
e7123 Mary Russell FALSE 3/23/2010
e7186 Joyce Welch FALSE 12/19/2009
e7631 Mike Kinder FALSE 8/4/2009
e7719 Noah Gibson FALSE 7/3/2009
€8049 Bill Floyd FALSE 8/15/2009
8088 John Morgan FALSE 10/2/2009
€8285 Glenda McConnell FALSE 7/18/2009
e8521 Trina Shelton FALSE 3/23/2010
€8929 Charles Benson FALSE 4/3/2009
€9119 Brian Treadman FALSE 10/24/2009
€9326 Roy Beckmeyer  FALSE 11/7/2009
e9574 Don Waisner FALSE 8/24/2009
€9584 Marvin Featherstone FALSE 5/29/2009
€9857 Angela Hainey FALSE 9/15/2009
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Microsoft Excel File Active_Directory_Users1.xls

User ID  First Name Last Name Disabled Last Login

e0001 Jill Joseph FALSE 1/21/2010
e0002 Chad Jones FALSE 1/21/2010
0003 Al Dean FALSE 1/21/2010
e0004 Dean Johnson FALSE 1/21/2010
e0005 Eddie Parker FALSE 1/21/2010
0006 Greg Smith FALSE 1/21/2010
e0007 Tracy Cross FALSE 1/21/2010
e0008 Susan Dun FALSE 1/21/2010
e0009 Christine  Coppula FALSE 1/21/2010
e0010 Leo George FALSE 1/21/2010
e0011 George Jackson FALSE 10/10/2009
e0012 Richard Touchet FALSE 10/9/2009
e0013 Don Johnson FALSE 10/1/2009
e0014 Cindy Winfrey FALSE 10/16/2009
e0015 Matthew Roberts FALSE 10/19/2009
0016 Jackson Smith FALSE 2/9/2009
e0017 David Davidson FALSE 9/28/2009
0018 Jenny Cooper FALSE 1/21/2010
e0019 Cooper Bobbin FALSE 1/21/2010
0020 Peter Carpenter FALSE 1/21/2010
e0021 Roy Schexnayder FALSE 1/21/2010
0022 Cynthia Scarton FALSE 1/21/2010
0023 Gayle Watson FALSE 1/21/2010
e0024 Thomas France FALSE 1/21/2010
0025 Paul Larter FALSE 1/21/2010
€0026 Allison Milo FALSE 1/21/2010
e0027 Michael Garza FALSE 10/7/2009
0028 Brad Martin FALSE 10/3/2009
0029 Danny Flannery FALSE 9/29/2009
0030 Nikki Jackson FALSE 1/29/2008
e0031 Vanessa Pett FALSE 10/19/2009
e0032 Amanda Clair FALSE 1/21/2010
0033 Lilly Frasier FALSE 1/21/2010
e0034 Clair Fauscett FALSE 1/21/2010
0035 Kate Kennedy FALSE 1/21/2010
0036 Ethel Simmerman FALSE 1/21/2010
e0037 Robert Delaune FALSE 1/21/2010
0038 Susie Simms FALSE 1/21/2010
0040 Todd Savoie FALSE 1/21/2010
e0041 Ben Arcement FALSE 1/21/2010
e0042 Bengie Godso FALSE 1/21/2010
0043 Melanie Daigle FALSE 9/30/2009
e0044 Jennifer Nicole FALSE 4/27/2009
0045 Sissy Leblanc FALSE 4/18/2009
0046 Anna Stern FALSE 10/12/2009
e0047 Sara McCormick  FALSE 1/21/2010
0048 Craig Evans FALSE 1/21/2010
e0049 Debra Phillips FALSE 1/21/2010
0050 Tina Messing FALSE 1/21/2010
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e0051 Joe Humphrey FALSE 1/21/2010
e0052 Sue Urban FALSE 1/21/2010
0053 Keith Simpson FALSE 1/21/2010
e0054 Joey Brown FALSE 1/21/2010
e0055 Albert Marcombe FALSE 1/21/2010
e0056 Richie Walker FALSE 1/21/2010
e0057 Dawn Pitre FALSE 1/21/2010
e0058 Katie Flicka FALSE 1/21/2010
e0059 Johnson Rome FALSE 1/21/2010
e0060 Dan Page FALSE 1/21/2010
e0061 Jonathan  Booth FALSE 1/21/2010
e0062 Michael Breaux FALSE 1/21/2010
0063 Ronny Rodrigue FALSE 1/21/2010
e0064 Renee Paxton FALSE 1/21/2010
e0065 Brent Saxton FALSE 1/21/2010
e0066 Angela Casper FALSE 1/21/2010
0067 Susanne  Reynolds FALSE 1/21/2010
e0068 William Riley FALSE 1/21/2010
e0069 Fred Jenneva FALSE 1/21/2010
e0070 Ray Staurt FALSE 1/21/2010
e0071 Charlie Albertson FALSE 1/21/2010
e0072 Willy Hoag FALSE 10/16/2009
e0073 Jenny Grey FALSE 5/18/2009
e0074 Jim Foster FALSE 9/29/2009
e0075 Noami Parker FALSE 1/21/2010
e0076 Nancy Carter FALSE 1/21/2010
e0077 Bill Freeman FALSE 1/21/2010
e0078 Claudia Plaisance FALSE 1/21/2010
e0079 Beaux Blanchard FALSE 1/21/2010
e0080 Jack Lopez FALSE 1/21/2010
e0081 Josie Jett FALSE 1/21/2010
0082 Kimberly  Kimmel FALSE 1/21/2010
e0083 Chase Letterman FALSE 1/21/2010
e0084 Michelle Clemens FALSE 1/21/2010
e0085 Barnie Punch FALSE 1/21/2010
e0086 Stephen Jefferson FALSE 1/21/2010
e0087 Jeff Antwone FALSE 1/21/2010
0088 Lilly Hanks FALSE 1/21/2010
e0089 Tom Ryan FALSE 1/21/2010
e0090 Ryan Hanson FALSE 1/21/2010
e0091 Louie Larmar FALSE 1/21/2010
e0092 Harold Jacobs FALSE 1/21/2010
e0093 Jacob Brown FALSE 1/21/2010
e0094 Grace Wilson FALSE 1/21/2010
e0095 Jude Diaz FALSE 1/21/2010
e0096 Cameron  Hawn FALSE 1/21/2010
e0097 Marisa Cox FALSE 1/21/2010
e0098 Bryan Murray FALSE 1/21/2010
0099 Clay Melancon FALSE 1/21/2010
e0100 Lewis Donald FALSE 1/21/2010
el342 Ronny Wilmer TRUE 8/10/2009
ed444 Jane Applebee TRUE 8/6/2009
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e5432 Danny David TRUE 8/28/2009
e5484 Beth Rivero FALSE 8/25/2009
e5523 Martha Sanders FALSE 10/19/2009
e5617 Rachel Hillhouse FALSE 1/21/2010
e5673 Mark Topper FALSE 1/21/2010
e5744 Barbara Laney FALSE 9/29/2009
e5866 Thelma Owens FALSE 1/21/2010
6039 Robert Raymer FALSE 1/21/2010
€6253 Karen Weaver FALSE 1/21/2010
€6258 Olga Edmonds FALSE 1/21/2010
€6635 Erin Miller FALSE 1/21/2010
€6896 Andrew Vester FALSE 10/1/2009
€6995 David Ulmer FALSE 10/19/2009
e7004 Tom Tuter FALSE 1/21/2010
e7123 Mary Russell FALSE 1/21/2010
e7186 Joyce Welch FALSE 10/1/2009
e7631 Mike Kinder FALSE 10/18/2009
e7719 Noah Gibson FALSE 4/7/2009
e8049 Bill Floyd FALSE 5/19/2009
8088 John Morgan FALSE 7/6/2009
8285 Glenda McConnell FALSE 9/30/2009
e8521 Trina Shelton FALSE 1/21/2010
8929 Charles Benson FALSE 9/30/2009
€9119 Brian Treadman FALSE 9/28/2009
€9326 Roy Beckmeyer FALSE 8/11/2009
e9574 Don Waisner FALSE 10/3/2009
€9584 Marvin Featherstone FALSE 10/4/2009
€9857 Angela Hainey FALSE 9/25/2009
€9898 Roy Jackson TRUE 12/27/2009
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