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Introduction

Organizations are frequently exposed to different types of occupational fraud by their employees. These fraud incidents
affect a wide range of people from management, employees, auditors, creditors, and investors. Businesses have been making
efforts to reduce and prevent fraud and proactively manage fraud risk. Preventing fraud is a considerable challenge to
organizations as fraudsters continuously discover different methods to commit fraud. The Association of Certified Fraud
Examiners (ACFE) estimated that a total of $6.3 billion were lost due to fraud in 2016, where twenty-four percent of the
cases caused losses of one million dollars or more (ACFE 2016). Detecting fraud is even more difficult as fraudsters usually
attempt to conceal their tracks.

Businesses, therefore, should focus on identifying the factors that lead individuals to commit fraudulent acts. Fraud research,
such as (Becker et al., 2006; Boyle et al., 2015; Dellaportas, 2013; Murphy and Free, 2016; Schuchter and Levi, 2013;
Zakaria et al., 2016) have investigated factors that may influence individuals to commit fraud using different methodologies.
These studies have provided important insights into why individuals perform deviant behaviors. All frauds have a common
component: the intent to deceive for personal benefit. However, most of the research of fraud has been limited to the
components of the fraud triangle (Cressey, 1953; Huber, 2016; Ramamoorti et al., 2013; Wells, 2005).

While the fraud triangle establishes a baseline to investigate factors influencing fraud, there could be many other variables
that may influence an individual’s intent to commit fraud.

There have been calls to move fraud research beyond the fraud triangle and the fraud diamond by conducting cross-
disciplinary research that integrates established theories from sociology, psychology, and criminology (Ramamoorti, 2008;
Trompeter et al., 2014). The purpose of this paper is to answer the call to extend fraud research beyond the fraud triangle
by identifying three well-established and tested theories across different disciplines that apply to fraud research. These
theories will assist fraud researchers in identifying antecedents of individual or organizational fraud behavior, extend and
complement current findings conducted using the fraud triangle. In the next section of this paper, a review of the fraud
triangle and its variants is conducted, as well as a review of recent field research related to the fraud triangle. Next, a review
of three established theories from various disciplines are identified, and their applicability to fraud researchers are discussed
along with suggestions for methodologies to use to test these theories. Finally, challenges that fraud researchers face are
discussed with possible alternative approaches to face those challenges.

Fraud Triangle Theory and Fraud Diamond Theory

Fraud incidents in businesses have continued to increase at an alarming rate and employers have been trying to identify the
factors behind why employees commit fraud (Cohen et al., 2010; Murphy and Dacin, 2011; Wells, 2001; Zawawi et al.,
2008). Fraud researchers have also attempted to identify factors that lead individuals or corporations to commit fraud. The
most established theories fraud researchers use is the Fraud Triangle Theory (FTT) (Cressey, 1953; Wells, 2005, 2011).
Standards of auditing of fraud such as SAS No. 99 and ISA No. 240 have adopted the FTT. This theory is popular among
researchers as it can be used to analyze fraud behavior in both individual and organizational levels. Fraud Diamond Theory
(FDT) (Wolfe and Hermanson, 2004) extended the FTT by adding in a key component that was overlooked by the FTT.

The FTT and FDT attempt to identify elements that lead perpetrators to commit fraudulent acts. Enterprises spend a
significant amount of time and effort to enforce internal controls to prevent and deter fraud. The FTT and FDT both capture
psychological and causative factors of fraud occurrence. They identify those circumstances that propel or induce human
behavior to fraud. In an organizational contest, weak internal controls, for example, will facilitate a mind that is already
fraudulently disposed to commit fraud. However, it is more important to identify factors that lead employees to commit
fraudulent acts, which can be used to install controls catered towards preventing and deterring those factors. The FTT
consists of three components that are necessary for fraud to occur.
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Perceived pressure, incentives or motive is the first component of FTT. The majority of the known fraud cases have involved
some financial pressure on the perpetrator or simply because the perpetrator perceives pressure (Albrecht et al., 2008; Wells,
2011). Financial pressures may result from poor personal financial management, unemployment, and gambling habits.
However, FTT and FDT do not limit pressure to just financial aspects, even though the ultimate destination of pressure,
irrespective of the type, is money. Close to ninety-five percent of all fraud cases have been perpetrated due to financial
pressures of the fraudster (Albrecht et al., 2008). Pressure by the employer to perform may also lead employees to commit
fraudulent acts, as it was apparent in the recent fraudulent accounts creation at Wells Fargo (Sridharan and Hadley, 2018).
Positive pressures can lead individuals to achieve goals. However, when goals are not attainable by normal means or are
unrealistic, and career, compensation, and employment is at risk, individuals may resort to committing fraud to achieve
those goals. Incentives such as bonuses or pay-related rewards, achieving sales targets, or price per share targets, may have
numerous positive outcomes and encourage employees to work hard. However, in some situations, employment pressure
from continuous compensation structures and financial interests of the management, are also likely to push employees
towards deviant behaviors to achieve those goals (Sridharan and Hadley, 2018). While pressures and incentives may not be
sufficient for fraudulent activity to occur, it motivates individuals to commit fraud.

Perceived opportunity is the second element in the FTT, which allows individuals to commit fraud due to inadequate internal
controls and governance system. Organizations do not have control over their employees’ personal financial pressures or
their rationalization aspects, but they can ensure that there are no internal control weaknesses that can be exploited by the
employees to commit fraud. Once an employee perceives that there is an opportunity to commit fraud such as lack of
segregation of duties, weak internal controls and audits not being performed regularly, conditions are ripe for him or her to
commit fraud. The perceptions are heightened when one of the other factors such as pressure/incentive and/or rationalization
is present. It is also important to note that, similar to perceived pressure, opportunity is also a perception of the perpetrator
(Wells, 2011). Several factors can increase the perceptions or the beliefs of a fraudster about opportunities to commit fraud.
An employee may identify a lapse of controls in certain processes or lapse of segregation of duties and believe that he or
she can commit fraud and not get caught. Similarly, an employee may see or know another colleague who commits fraud
at the same workplace and continue to do so without being found. Another way the perceived opportunity may increase if
there is a lack of disciplinary action for an employee who was caught guilty of committing fraud (Sauser, 2007). Kenyon
and Tilton (2006) reflect similar positions about the increase in the fraudster’s belief in opportunity due to lack of monitoring
and supervision, weak internal controls, lack of an audit trail, and irregular job rotation.

Rationalization is the third component of the FTT, which refers to the justification of a fraudulent behavior as morally
acceptable by the perpetrator. Researchers have defined rationalization differently. Rae and Subramaniam (2008) describe
rationalization as a justification of deviant behavior by a fraudster who lacks personal integrity or moral reasoning. Lister
(2007, p. 63), describes rationalization as “the oxygen that keeps the fire burning” and that the corporate culture may be a
good indicator of the personal value systems of the employees. Rationalization is very important for a fraudster to carry out
the deviant act such that if an act cannot be justified as ethical, the fraud would not be carried out (Dorminey et al., 2010;
Jackson et al., 2010). The fraudster may rationalize these deviant actions using different justifications such as “I am only
borrowing, and T will give it back,” “My company can afford it,”, “I did not get a raise, but I deserve one,” and “Everyone
else is doing it, so why shouldn’t 1?”” (Ramamoorti, 2008; Zikmund, 2008). Individuals may use one or many of these
reasons to justify their fraudulent behavior. Neutralization theory, which will be discussed in detail later, explains the
different ways individuals may rationalize their fraudulent acts and how they can drift back and forth between being an
ethical person to being a fraudster (Piquero et al., 2005).

When an individual can rationalize fraudulent behavior, a bridge is created between pressures/incentives and opportunity
and the fraud triangle is created. Organizations must reduce opportunity with strong internal controls and enforcement while
reducing perceptions of rationalization and pressure/incentives through training, awareness programs, and sanctions. The
strength of each component and the context of the situation may moderate if and how fraud is committed and the extent of
the fraud. This provides an opportunity for fraud researchers to identify how these components impact fraudulent behavior
in different contexts (Howe and Malgwi, 2006).

FDT (Wolfe and Hermanson, 2004) adds a component of capability to the fraud triangle’s existing components. Wolfe and
Hermanson postulate that while the fraud triangle components of pressures/incentives, opportunity and rationalization may
exist, it is unlikely that the fraudulent behavior will take place unless a fourth component is present: Capability. They
describe that opportunity opens the doorway to fraud, pressures/incentives, and rationalization lead a person towards the
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door and capability allows the fraudster to take advantage of the open doorway by walking through it, repeatedly. The
capacity of a fraudster to commit a deviant act can be a combination of several traits and abilities. The first of such traits
identified by Wolfe and Hermanson (2004) is the authoritative position or function within the organization. For example, a
CEO or a CFO may have more influence or have system override capabilities than other employees, which increases the
chances of them committing fraud. The second such trait is the skills and ability to commit the fraud. An employee with
intelligence to exploit internal control weaknesses and understands how the system functions have a better chance of
committing the deviant act. If a perpetrator does not have the skills and ability to commit fraud, he/she is unlikely to commit
it. For example, an individual may have financial pressures at home, may have justified performing a fraudulent act and
may have identified internal control weaknesses that may allow him to steal from the company. However, if he/she does
not know how to perpetrate the fraud by exploiting system weaknesses, the fraud is unlikely to happen.

A third trait is personal ego and confidence that the fraud will not be detected. Therefore, egoistic individuals with high
confidence are more likely to commit fraud. Finally, the fourth trait is the capability to deal with stress due to the risk of
getting caught and manage the fraud over the long-term. A fraudster who wants to commit fraud over the long-term will
have to constantly lie, hide and cover their tracks to make others believe there is no fraud taking place. This behavior is
stressful, and only someone who can handle the stress can carry on with the deviant act. These personality traits in the newly
introduced component of the fraud triangle provide the opportunity for researchers to investigate the fraud triangle along
with different capabilities of individuals. Capability may be a moderator of the influences of the components of the fraud
triangle on fraudulent behavior while directly influencing that behavior.

There have been many theoretical research articles published related to the FTT or the fraud triangle over the recent years.
These theoretical articles have built on the fraud triangle framework and extended it further. As discussed previously, the
fraud triangle was extended to a fraud diamond by Wolfe and Hermanson (2004) which added the capability component. A
fraud square was introduced by Cieslewicz (2012), which called for the inclusion of the societal-level influences to the fraud
triangle. Albrecht, Howe, and Romney (1984) created the “fraud scale” where personal characteristics and the occupational
environment were combined. According to them, fraudulent acts are committed by individuals with personal characteristics
of the fraud triangle with occupational pressure being heightened on a sliding scale. A model that includes the elements of
Money, Ideology, Coercion, and Ego (MICE) was developed by Kranacher, Riley, Jr., and Wells (2011). The MICE model
modifies the pressure and motivation components in the original fraud triangle. Dorminey et al., (2012), developed a meta-
model that adds the probability of committing fraud such as the act, concealment, and conversion, to the components of the
fraud triangle.

Empirical research studies that examine the FTT or its variations have been scant. The FTT also has been extended in
different studies, but there have been very little follow-up of those with empirical evidence.

Murphy and Free (2016) conducted survey research among fraud perpetrators who were in prison, and auditors who
investigated fraud and employees who have witnessed fraud within organizations. They investigated the existence of
instrumental climate, which is define as a situation where employees make fraudulent decisions for their best interest or the
organization’s best interest. Their findings indicate that the instrumental climate was a key factor that was present when the
fraud was perpetrated and suggests that future research take this important social dimension into account. Zakaria et al.,
(2016), investigated the internal control weaknesses and how it leads to fraudulent behavior in an oil and gas company.
Using a mixed method approach that utilized document analysis and interviews, they found that internal control weaknesses
were a major factor that lead to fraud. They also found that several employees colluded to commit fraud taking advantage
of opportunities such as poor supervision and improper document control processes.

The study by Boyle et al., (2015) examined the fraud triangle, the fraud diamond, and CEO risk level among a sample of
eighty-nine auditors in public accounting in a 2x2 experiment. Their results indicate that auditors who evaluated fraud risk
factors based on the fraud diamond demonstrated higher fraud risk assessments than auditors who evaluated based on the
fraud triangle. A study by Dellaportas (2013) examined the factors that influence accountants to commit fraud using the
fraud triangle. The data were collected through face-to-face interviews of ten accountants serving sentences in prison for
committing fraud and other offenses. While the findings differed from inmate to inmate, the overall findings suggest that
the offenders used their position as accountants to deceive others when they faced a crisis. The findings also suggest that
pressures varied from financial to non-financial and internal control deficiencies were taken advantage of by the
perpetrators. The perpetrators also demonstrated various rationalizations for their fraudulent acts. Schuchter and Levi (2013)
conducted face-to-face interviews with thirteen white-collar fraudsters in Switzerland and Austria, and they found that
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perceived pressure was a salient factor in the fraudulent acts, while opportunity was not a critical element in white-collar
crime.

Table I: Recent Empirical Research on FTT and its Variants

Publication Sample Methodology Significant Findings

(Murphy and Free, Prisoners, auditors, and Survey Instrumental climate was

2016) employees who have found to be a key factor in

witnessed fraud fraud cases.

(Zakaria et al., 2016) A single oil and gas Mixed method— Internal control weaknesses

company document analysis and the major contributing factor
interviews of fraud.

(Boyle et al., 2015) Eighty-nine auditors 2x2 experiment Fraud diamond provides better
fraud risk assessments for
auditors.

(Dellaportas, 2013) Ten accountants who Face-to-face interview Findings differed from inmate

were serving sentences to inmate. Pressures varied
in prison for fraud from financial to non-

financial. Opportunities were
mostly control deficiencies
and they demonstrated several
rationalizations for their acts.

(Schuchter and Levi, Thirteen white-collar Face-to-face interview Perceived pressure salient to
2013) fraudsters in Switzerland fraudster offenses. FTT
and Austria elements highly influenced by
corporate culture.
(Becker et al., 2006) 476 business students Survey Each FTT component was

influential in student cheating
behavior. Methods to reduce
pressure, opportunities, and
rationalization of students to
cheat are discussed.

Their findings also suggest that a “fraud inhibiting inner voice” before the crime deterred individuals from committing
fraud, but this voice gradually became quieter until the actual fraud occurred. The interviewees suggested that corporate
culture in their workplace strongly influenced all the components of the fraud triangle that lead to the fraudulent act. A study
conducted to explore academic dishonesty among 476 business students by Becker et al., (2006) found that each component
in the fraud triangle was influential in student cheating behavior. They suggested a list of methods and recommendations to
reduce pressure, opportunities, and rationalization to cheat. Table I lists a summary of the recent empirical studies discussed
above involving the FTT or its extensions, the sample and methodology used for each of the study and their significant
findings.

The FTT and its variants have been explored by fraud researchers many times. However, critics argue that the fraud triangle
has been misused by fraud researchers (Huber, 2016). He argues that the original intention of Cressey (1953) was to explain
theft or embezzlement and not to explain fraud. The use of terms fraud and embezzlement interchangeably by fraud
researchers was criticized in that article. Donegan and Ganon (2008) also criticize the fraud triangle and related research
due to the lack of solid empirical support, ignoring other factors that contribute to fraud and the one-dimensional analysis
of the fraud perpetrators psychology. The fraud triangle has also been criticized due to assuming only individual acts and
ignoring the group dynamics (Trompeter et al., 2013), ignoring the explanation of collusion and cultural differences
(Cieslewicz, 2012), not adequately addressing every occurrence of fraud (Lokanan, 2015), fundamentally incomplete and
biased translation from criminology to fraud examination (Morales et al., 2014), and not fully capturing the antecedents of
fraud (Dorminey et al., 2012).

The fraud triangle is the most commonly used framework in fraud investigation and forensic accounting research and

academia regardless of its critics (Huber, 2012; Smith and Crumbley, 2009). The research based on the FTT and its variants

have increased the understanding of the motivations of fraudulent behavior. Trompeter et al., (2014) suggest that fraud

researchers should move beyond the fraud triangle and examine findings of non-accounting research related to fraud and
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forensics which would allow us to advance accounting research aimed at prevention, deterrence, and detection of fraud as
well as informing the practice. They suggest exploring theories from non-accounting disciplines such as General strain
theory (Merton, 1938), cognitive dissonance theory (Festinger, 1957), social identity theory, and game theory to advance
fraud research to the next level. Ramamoorti (2008) suggests integrating behavioral sciences component into fraud by
examining the psychology and sociology of fraud. He proposes the A-B-C model which allows the categorization of fraud
as an individual (bad apple), collusive fraud (bad bushel), and the cultural and societal mechanisms that promotes fraud
(bad crop). They later expanded their calls to apply psychology to prevent and detect financial fraud (Ramamoorti et al.,
2013, 2014).

The rich theoretical foundations found in sociology, psychology, and criminology provide avenues for fraud researchers to
conduct cross-disciplinary research (Trompeter et al., 2013, 2014) to gain better insights to the antecedents of fraud
behavior. This article answers recent calls for integration of additional behavioral sciences content and theory from
psychology, sociology, and criminology into the accounting curriculum as well as fraud research (Ramamoorti, 2008;
Ramamoorti et al., 2013, 2014; Trompeter et al., 2014) by identifying three distinct theories from non-accounting disciplines
that can be applied to expand fraud research beyond the fraud triangle.

Theory of Reasoned Action (TRA) and Theory of Planned Behavior (TPB)

Theory of Reasoned Action (TRA), which was drawn from the social psychology discipline (Fishbein and Ajzen, 1975) is
one of the most influential theories utilized in research on human behavior. The majority of the behavioral theories in use
today are based on TRA, which has two core constructs: Attitude Toward Behavior and Subjective Norm. Attitude toward
behavior has been defined as “an individual’s positive or negative feelings (evaluative effect) about performing the target
behavior” (Fishbein and Ajzen, 1975, p. 216). Subjective Norm refers to “the person’s perception that most people who are
important to him think he should or should not perform the behavior in question” (Fishbein and Ajzen, 1975, p.302). Both
those constructs are hypothesized to influence behavioral intention to perform a certain behavior positively and the
behavioral intention is posited to influence actual behavior positively. Due to its ability to predict any human behavior in
applied settings, TRA has been used to predict many types of human behavior across many disciplines, for behaviors such
as purchasing a certain product, using pills or birth controls, voting in the elections, going to church and using a certain
technology (Sheppard et al., 1988). The TRA has been utilized in behavioral accounting research as well. For example, Law
(2010), investigated accounting students’ career choice in public accounting practices utilizing the TRA and found that
attitude toward the behavior and subjective norms had a significant influence on the decision to select a CPA career.

The TRA was extended by Ajzen in 1991, by adding the construct of perceived behavioral control which was defined as
“the perceived ease or difficulty of performing the behavior” (Ajzen, 1991, p.188). This new construct was based on the
research findings that individuals’ behavior is strongly influenced by how confident they are about their ability to perform
it (Bandura, 1977). Perceived behavioral control is theorized to have a positive influence on behavioral intention to perform
an act. It is also theorized to have a direct influence on the actual performance of the intended behavior.

The TRA was also used in studies investigating antecedents of unethical and fraudulent financial reporting in (Carpenter
and Reimers, 2005; Zawawi et al., 2008), accountant whistleblower intentions (Brown et al., 2016), ethical decision making
in the public accounting profession (Buchan, 2005), moral obligation in tax compliance (Bobek and Hatfield, 2003),
predicting tax fraud (Yusof and Lai, 2014), corporate fraud (Awang et al., 2016; Cohen et al., 2010).

The TRA and TPB have become the basis of many behavioral theories across different disciplines. However, there has been
much debate among researchers about the relationship between behavioral intention and actual performance of the behavior,
as posited by TRA and TPB. Performance of behavior is considered a function of intentions and behavioral control as long
as intentions and perceptions of controls assessed are related to the behavior of interest and that there are no intervening
events that affect the intentions and control within the interval between assessment and observation of the behavior (Ajzen,
1991). Due to the difficulties in observing and measuring actual behavior, most researchers have simply used behavioral
intention as a proxy for actual behavior (Warkentin et al., 2012). Some researchers have opted to collect self-reported actual
behavior to circumvent this intention-behavior relationship (Crossler, 2010; Lee and Larsen, 2009; Liang and Xue, 2010;
Woon et al., 2005). This intention-behavior gap has been examined extensively in meta-analysis studies, which have found
inconsistent results (Sheeran, 2002; Sheeran et al., 2016; Sheppard et al., 1988; Sweeny and Moyer, 2015).
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Theories from Various Disciplines
Protection Motivation Theory (PMT) (Fear Appeals and Others Around It)

Protection Motivation Theory (PMT) was originally developed by Rogers (1975) to demonstrate how fear appeals affect
health attitudes and behaviors. Fear appeals are defined as “persuasive messages designed to scare people by describing the
terrible things that will happen to them if they do not do what the message recommends” (Witte et al., 1996, p. 329). The
PMT consists of two main components which are part of a cognitive mediation process: Threat Appraisal and Coping
Appraisal.

Threat appraisal consists of perceived threat vulnerability and perceived threat severity. The PMT suggests that once an
individual receives information about a threat, a cognitive mediation process causes that individual to evaluate the threat. If
the individual perceives that the threat is sufficiently severe and that he or she is susceptible to the threat, he or she will act
to avoid or prevent the threat (Rogers, 1975). In addition to the cognitive appraisal of threat severity and threat susceptibility,
individuals also form perceptions of the recommended response to the threat by assessing their own individual capabilities
(self-efficacy), coupled with an assessment of the effectiveness of the response (response efficacy) (Bandura, 1977; Witte,
1992; Witte et al., 1996). Individuals also assess the cost related to performing a selected coping behavior (response cost).
Response costs can be in the form of time, money and/or effort expended while performing the adaptive coping behavior
(Floyd et al., 2000).

The perceptions created in the threat appraisal and coping appraisal processes will increase the likelihood of an individual
performing a recommended response (Floyd et al., 2000). When the threat appraisal and coping appraisal processes are
heightened, individuals are likely to become motivated to perform behaviors to protect themselves, other individuals, or
organizations. (Floyd et al., 2000; Milne et al., 2000; Flynn et al., 1995; Beck and Feldman, 1983; Posey et al., 2013).
However, response cost is posited to have a negative impact on behavioral intentions to perform a recommended response,
precisely because an individual’s capacity to react (respond) to or utilize a recommended response is a function of the
response cost or his or her perception thereof.

Figure I: Protection Motivation Theory (PMT)
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The PMT has been utilized heavily in management information systems research, especially in information security
compliance. These research studies include contexts such as safe computing practices (Anderson and Agarwal, 2010);
security policy compliance (Herath and Rao, 2009b; Woon et al., 2005); and information security (Johnston and Warkentin,
2010; Vance et al., 2012). Most of these studies have behavioral intention as a proxy for actual behavior since it is difficult
to observe or capture actual behavior related to information security. Some studies, such as (Herath and Rao, 2009a;
Johnston and Warkentin, 2010; Siponen and Vance, 2010; Vance et al., 2012) used self-reported behavior to proxy or model
performance of the actual behavior. The conflicting findings in these studies, due chiefly to the threat variables, provide a
valid empirical ground for further assessment and refinement of PMT.

Whereas PMT has been used in Management information systems studies, in has scarcely been applied in other business
disciplines. Behavioral accounting research has rarely used it, except a recent study by Crossler et al., (2014) where they
studied Bring Your Own Device (BYOD) policies among accounting students, non-accounting students and employees.
Apart from Crossler et al., (2014), there appears to be no known published work linking PMT studies with fraud and forensic
accounting. The concepts of fear and heightened threat appraisal, along with coping mechanisms to perform a certain
behavior provide many opportunities to investigate this theoretical framework in an audit or fraud examination context.
Future research can utilize PMT in several ways. First, PMT can be used to test the impact of anti-fraud training in
corporations where the training can provide fear appeals (heightened threat severity and vulnerability) for possible fraud
perpetrators, which will reduce intention to commit fraud. Second, PMT can be used to test managerial response to fraud
by exploring the threat appraisal process for fraud by the management as well as the coping mechanisms that are applied to
deal with the threat of fraud. Finally, PMT would allow fraud researchers to identify factors that may influence employees
to report fraud (whistle-blowing).

General Deterrence Theory (GDT)

The General Deterrence Theory (GDT) has some of its roots in Cesare Beccaria, who was a famous criminologist from Italy
who lived in late eighteenth century (Monachesi, 1956). Beccaria argued against the death penalty as a punishment that is
too severe. However, he argued that to deter crime, there should be a strong association between crime and punishment and
that the pain of punishment should outweigh the illicit gains. He argued that rather than the severity of the punishment, it is
its certainty and swift application that act as powerful deterrents.

The GDT is based on these three components, as deterrents to crime or deviant behavior and the premise that unwanted
behavior can be deterred through the threat of punishment (Peace et al., 2003). The first component of GDT is perceived
sanction severity which is the belief about the severity or magnitude of the sanctions that will be experienced because of
unwanted behavior. However, according to Cesare Beccaria, a punishment that is too severe is unjust, and punishment that
is not severe enough will not deter (Jacobs, 2010). Hence, there should be a reasonable balance between punishment and
deterrence purpose. GDT suggests that when perceived sanction severity is high, it will decrease intentions to commit
deviant behaviors.

The second component is perceived sanction certainty, which is a belief about the probability of apprehension and
punishment for unwanted behavior (Tittle, 1980). It is hypothesized that when perceived sanction certainty is high, it will
decrease intentions to commit deviant behavior. The third component is perceived sanction celerity, which is the belief
about the swiftness of how the sanctions are applied after the apprehension for the commission of unwanted behavior (Gibbs,
1979). Therefore, it is hypothesized that when perceived sanction celerity is negatively correlated with the intention to
commit deviant behavior. The conceptual model of GDT is shown in Figure II.

Figure I1: General Deterrence Theory (GDT)
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Many research studies (Bachman et al., 1992; Bates et al., 2017; Gibbs, 1975, 1979; Jacobs, 2010; Klepper and Nagin, 1989;
Legge and Park, 1994) have been conducted in criminology about deviant or unwanted behavior, using GDT. However, the
use of GDT in the business discipline is sparse. While there are many unwholesome behaviors by employees, encapsulated
as fraud and abuse (Wells, 2011), the study of organizational fraud has proceeded as though there were no sanctions: the
literature has been largely silent on the potential impact of sanctions on these abhorrent behaviors. Some research has been
done in information security that investigated individuals’ intention to engage in certain behavior such as security policy
compliance and violation (Bulgurcu et al., 2010; D’ Arcy and Herath, 2011; D’Arcy and Devaraj, 2012; Herath and Rao,
2009a, 2009b; Siponen and Vance, 2010) , information system (IS) misuse intention (D’Arcy et al., 2009; Hovav and
D’Arcy, 2012), piracy intention (Peace et al., 2003). However, most of these studies did not examine sanction celerity,
which is a main component of the GDT.

This perceived gap in fraud research provides fraud researchers an empirical opportunity to utilize GDT in several ways.
First, fraud researchers and practitioners have been attempting to find ways to prevent, deter and detect fraud. However,
there is a significant lapse in research and practice when it comes to the deterrence aspect of fraud. GDT provides the perfect
opportunity to examine if sanctions such as termination of employment, demotion, the prospect of going to jail would deter
individuals from committing fraud or intending to commit fraud. Second, this allows researchers to identify if a certain
component of GDT (perceived severity, certainty, or celerity) has a higher impact on reducing the intention to commit fraud.
Therefore, based on the findings, training and anti-fraud communication can be catered towards heightening the perception
of one or more of the components. For example, if the research findings suggest perceived certainty has a significant impact,
corporations can highlight the monitoring systems they have in place or demonstrate how easily previous fraudsters at the
company were caught and prosecuted.

In addition to the three GDT components discussed above, three other potential explanatory factors in fraud research are
self-control, moral belief, and employee position. Research suggests that individuals with low self-control are more likely
to exhibit deviant behavior, such as fraud, as less likely to be concerned about the threat of sanctions, and are less concerned
about the threat of sanctions (Pratt and Cullen, 2000). Another variable is moral belief, which is the extent to which one
perceives a deviant or fraudulent activity to be morally offensive (Paternoster and Simpson, 1996). The third variable of
interest is the employee position. Employees who are in different positions across the company (contract/permanent, full-
time/part-time, managerial/administrative) are likely to respond differently to the threat of sanctions for deviant behavior
(D’Arcy and Herath, 2011). These factors examined with GDT components will provide fraud researchers valuable insights
into motivations of fraud and deterrence of fraud.

Neutralization Theory

Research in criminology argues that the impact of the threat of sanctions as explained by GDT may not be effective when
employees use moral justifications to their fraud acts by using rationalization or neutralization techniques (Piquero et al.,
2005). Rationalization, which is a component of the fraud triangle and its similarities with neutralization, has created some
confusion and caused accounting researchers to use the terms interchangeably. It is no surprise that accounting researchers
have not considered the differences between neutralization and rationalization, as research into the rationalization
component of the fraud triangle has only recently received attention (Free, 2015). Neutralization is defined as the moral
justification before the fraud is committed and rationalization is defined as the moral justification after the fraud is
committed (Fritsche, 2005; Trompeter et al., 2013, 2014). It is important to consider the timing of the fraud justification
when conducting research and applying it to anti-fraud programs (Trompeter et al., 2014).

Similar but distinct to the rationalization component of the fraud triangle, neutralization could potentially reduce the
deterring impact of sanctions. Neutralization theory (Sykes and Matza, 1957) posits that individuals psychologically enable
themselves to perform the deviant or rule-breaking behavior (such as fraud) by applying techniques of neutralization. For
example, a fraudster may morally justify his or her fraudulent behavior by claiming that no harm is done to the company by
their fraud, it will be just a one-time fraud, he/she deserved higher pay, etc. Sykes and Matza suggest that due to the
neutralization of their behavior, individuals can move between being an ethical person and a fraudster (Piquero et al., 2005).
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Figure I11: Neutralization Theory
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Sykes and Matza proposed five neutralization techniques that individuals may use: denial of responsibility, denial of injury,
denial of the victim, condemnation of the condemners and appeal to higher loyalties. Two other techniques were added
later: metaphor of the ledger (Klockars, 1974) and defense of necessity (Minor, 1981). Each of these techniques are

described in Table 11 with examples.

Table I1: Neutralization Techniques

Neutralization Technique

Description

Denial of responsibility

Individuals performing a deviant behavior rationalize that the
behavior is out of his/her control.

Example: “Did not know there was a policy that prevented such
action”. “The stated policy is unclear if a certain action is illegal or
not”.

Denial of injury

Justify a deviant behavior by minimizing the harm it causes.
Example: “I am not stealing money, I am just borrowing”. “My
company is very large, so stealing just $1,000 will not harm it”. I
stole from my company, it will not harm the employees”.

Denial of the victim

Justify a deviant behavior by theorizing that the victim deserved the
consequences.

Example: “I have worked tirelessly for this company for many years
and they did not give me a raise. Stealing money is fine because they
deserve it”.

Defense of necessity

Justify a deviant behavior that if the rule-breaking is viewed as
necessary, one should not feel guilty about performing it.

Example: “I am stealing from my company to pay my child’s medical
bills”.

Condemnation of the condemners

Justify a deviant behavior by blaming those who are the target of the
action.

Example: “It is ok to violate company policies, because they are
unreasonable”.

Metaphor of the ledger

When an individual believes he/she has previously performed a
number of good acts, they can afford to do some bad acts.
Example: “I have never stolen before, so this one-time is justified”.

Appeal to higher loyalties

Individuals who feel they are in a dilemma that must be resolved at
the cost of a deviant behavior will use this technique.

Example: “I have to violate company security policy by copying
sensitive data to a USB drive to work from home, so | can meet the
deadline”.
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Neutralization theory has been utilized in marketing (Rosenbaum et al., 2017; Harris and Dumas, 2009; Cromwell and
Thurman, 2003), business ethics (De Bock and Van Kenhove, 2011; Chatzidakis et al., 2007), criminology (Maruna and
Copes, 2005; Minor, 1981), and information security (Siponen and Vance, 2010; Siponen et al., 2014). It is surprising that
neutralization has received scant attention from fraud researchers as it is directly related to the belief that fraudsters morally
justify their deviant act. Neutralization theory is still very underutilized (Murphy and Dacin, 2011), especially in accounting
and this gives researchers a perfect opportunity to explore it in the fraud context. Researchers can investigate only one or
more of the neutralization techniques as it applies to their study and it is not necessary to test all the techniques in a single
study (Fritsche, 2005). Fraud researchers can also investigate Neutralization Theory and GDT together to understand
individual deviant behavior similar to Siponen and Vance (2010) or PMT and GDT together similar to (Herath and Rao,
2009a).

Fraud researchers have many avenues to extend their research beyond the fraud triangle by exploring non-accounting
research that applies to fraud and deviant behavior. They may be able to complement the findings of prior research conducted
related to the fraud triangle while taking into other factors such as personality, ego, values and other social factors that may
impact fraud behavior. Theories such as Neutralization Theory and Cognitive Dissonance Theory can complement or extend
findings of the rationalization component of the fraud triangle while theories such as PMT, GDT, TRA, and TPB can extend
findings in the motive component. Finally, theories from psychology and sociology may provide opportunities to understand
issues related to the opportunity component of the fraud triangle as well as social factors that may contribute to collusion in
committing fraud. The PMT, GDT, Neutralization Theory, and other theories from non-accounting disciplines offer
“validated scales, models, variables and constructs that when examined in the context of fraud and financially motivated
crimes, might prove insightful to practice and research” (Trompeter et al., 2014, p.797).

Challenges for Fraud Research

Behavioral fraud researchers have employed various methodologies to investigate fraud in many different contexts. These
methodologies range from surveys, interviews, and hypothetical scenarios to experiments. Due to the individuals’ ethical
context of behavioral fraud research, researchers face many challenges compared to behavioral research in other business
disciplines. Due to the investigation of unethical. Deviant or fraudulent behavior, researchers are very likely to come across
social desirability bias, especially when using self-reported instruments such as surveys or scripted face-to-face interviews.

One of the major challenges behavioral fraud researchers face is the response bias of respondents in their research sample.
Among several response biases such as acquiescence bias, question order bias and demand characteristics, social desirability
bias significantly impacts behavioral fraud researcher studies that contain self-reported research instruments. Social
desirability bias influences an individual to answer a question in a survey or interview, in a way that makes him or her look
more favorable to the researcher (Furnham, 1986; Nederhof, 1985). Some individuals tend to amplify good behavior while
some will under-report deviant or negative behavior. For example, social desirability bias would influence the results of a
study that investigates individuals’ intentions to commit fraud. Societal view of individuals committing fraud is typically
negative. Therefore, if the respondents are asked if they are likely to commit a certain fraud or if they intend to commit a
certain fraud, they are very likely to state that they would not commit fraud to conform to the societal norm. This biased
reporting of respondents can have detrimental effects on the validity of the self-reported research (Nederhof, 1985).

Another challenge fraud researchers face when conducting research is the difficulty to contriving an experimental setting
that the institutional review board (IRB) would approve. Due to the sensitive nature of survey and interview questions that
could be asked regarding individual perceptions of fraud, deviant behavior or criminal activity, IRB would be hesitant to
approve most of the fraud research studies. There have been calls for more field research in a fraud context that involves
interviews, surveys, and experiments with actual fraud perpetrators (Free, 2015). However, getting access to the subjects
who may be incarcerated, privacy issues, self-serving biases, and ethics provide additional challenges to fraud researchers.
These challenges make it difficult to test theories such as the ones discussed earlier with actual perpetrators.

One of the ways to circumvent respondent biases in fraud research is to use the hypothetical scenario method (Weber, 1992).
This method uses vignettes or scenarios that “present subjects with written descriptions of realistic situations and then
request responses on some rating scales that measure the dependent variables of interest” (Trevino, 1992, p 127-128). A
meta-study of ethical decision-making articles found that fifty-five percent employed a scenario method as a method for
assessing ethical/unethical behavior (O’Fallon and Butterfield, 2005; Pogarsky, 2004). Hypothetical scenario method
provides several advantages to behavioral fraud researchers. First, scenarios provide an indirect way of measuring intention
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to commit fraudulent behavior, by describing another’s behavior in hypothetical terms. Therefore, the respondent may feel
less intimidated to report his or her intention to commit a fraudulent act similarly to the person in the hypothetical scenario
(Harrington, 1996). Second, scenarios provide a more realistic situation by incorporating contextual and situational details
that would be important in decisions to commit a fraudulent act (Alexander and Becker, 1978; Klepper and Nagin, 1989).
Third, this method provides a prospective measure of behavior by measuring intent to commit fraud, rather than past
behavior (Bachman et al., 1992; Pogarsky, 2004).

Another method to reduce social desirability bias in self-reported instruments is to create an average of the participant
responses whether the participant and others could commit fraudulent behavior. Using five or seven-point Likert-type scales
ranging from “not likely” to extremely likely”, the intention to commit fraud question can be presented as follows:

o What is the likelihood that you would do as (the person in the scenario) did, if you were in his/her position?
o What is the likelihood that others would do as (the person in the scenario) did, if others were in his/her position?

The first and third-person responses can be combined into an average response to be used as behavioral intention in the data
analysis (Robinson et al., 2012).

In conclusion, there are many behavioral theories that are applicable to behavioral fraud research but have rarely been used.
These theories can provide valuable insights into identifying antecedents of fraudulent behavior of individuals and possibly
identify new variables that directly impact intention to commit fraud or moderate already established variables (Free, 2015;
Ramamoorti, 2008; Trompeter et al., 2013, 2014). Using methods such as hypothetical scenario method and factorial survey
methods, challenges such as social desirability bias can be reduced, and validity of the data can be increased. At a time
where fraud incidents are constantly increasing, organizations would benefit greatly if researchers can find what influences
employees to perceive certain emotions, intent to commit fraud and eventually commit the fraudulent behavior.
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